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3. Abstract 

The dramatic increase in the use of computers has been accompanied by a need for fault-

tolerant computing which is the ability to make the system to work in its specified operation 

in case of the presence of error. This requirement can be seen in the real-time control of air 

traffic systems, nuclear power facilities, and medical life-support units, where faulty outputs 

or brief system failures could threaten life. Likewise, unmanned satellites and deep-space 

probes require maintenance-free computers. This need extends to virtually every non-

disposable computer product, due to the soaring cost of computer servicing. In the same 

time, quadrupling single-chip memory storage every two years has required a comparable 

increase in memory reliability. Since more than half of all computer failures may be caused 

by faults in its random-access memory, improved performance requires increasing the time 

between failures in such devices. This increase should not significantly reduce memory-

access speed, however, since writing to and reading from memory usually make up the 

slowest CPU task. The main techniques for detecting/correcting errors in memory are 

replication, reconfiguration, and coding. 

This Thesis presents the use of coding technique in order to detect\correct errors in 

memory. Our focus is especially on semiconductor RAM. We used a (12,8) code and many 

arrangements of a (16, 8) quassi-cyclic code as an example for codes that can correct and 

detect single and double errors, triple adjacent errors and more. The thesis presents a new 

way for encoding/decoding the cyclic code. The theoretical study and simulation analysis 

for this new coding method is presented. Experiments design and results analysis is 

presented with the comparison of our new coding method for cyclic codes and different 

coding. The used coding method has the advantage of encoding and decoding the 

codewords in parallel instead of using the serial method. Moreover, the comparison with 

other coding methods is also presented to illustrate the ability of the new coding method to 

detection and correction of errors. 

The thesis consists of 5 chapters illustrating the different stages of the work. They can be 

summarized as; background and literature review on error detection/correction techniques, 

fault tolerant texhniques that can be applied to memory, our solution, and finally the 

conclusion and the future work. 
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Chapter 1 

1. Introduction 

Fault-tolerant computing is the art and science of building computing systems that 

continue to operate satisfactorily in the presence of faults. A fault-tolerant system may be 

able to tolerate one or more fault types including  

• Transient, intermittent or permanent hardware faults,  

• Software and hardware design errors,  

• Operator errors, or 

• Externally induced upsets or physical damage.  

An extensive methodology has been developed in this field over the past thirty years, and 

a number of fault-tolerant machines have been developed. A large amount of supporting 

research has been reported. Fault tolerance and dependable systems research covers a wide 

spectrum of applications ranging across embedded real-time systems, commercial 

transaction systems, transportation systems, and military/space systems. The supporting 

research includes system architecture, design techniques, coding theory, testing, validation, 

and proof of correctness, modeling, software reliability, operating systems, parallel 

processing, and real-time processing.  

Memory is an important part in digital design; it is considered the most unreliable part 

except for peripheral and mechanical parts. Many researches were done to find the ways to 

tolerate memory from long time ago, but increasing the density of memory increase the 

probability of occurring of errors and increase the number of errors that can occur in the 

same time, so new researches must be done to accommodate the new errors.  

1.1. Techniques of Fault Tolerant Systems 

Fig.1.1 shows the types of fault-tolerant techniques. There are four main techniques 

which are first the HW redundancy which done by using more than one unit of the 

component to be tolerated. The way of connection differs from system to another depending 

on the types of faults that can occur and time constraints of the system. Types of HW 

redundancy are discussed in details in chapter 2 in section 2.7.1. The second technique is the 

SW redundancy this is done by using additional programs, subprograms, and program 
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segments; this type is discussed in chapter 2 section 2.7.2. The third technique is the time 

redundancy, which is useful in the case of soft errors; it is discussed in chapter 2 section 

2.7.3. The last technique is the information redundancy, which relies on the coding theory. 

There are two main types of codes: block codes, which are used in various systems, and the 

convolutional codes, which are not useful in the case of digital component it is used widely 

in communication systems. 

 

Fig.1.1:The Categories of Fault-Tolerant Techniques 

The choice of the technique to be used depends on the component it self, cost, time, 

needed performance. For our research, we want to tolerate the memory, so we must find the 

most suitable techniques that can be used with it. There are three basic techniques used with 

memory system, which are replication, reconfiguration and coding. Reconfiguration is a 

HW redundancy technique in the addition of information one. It is usually done during the 

manufacturing of the memory by adding columns and rows more than the required for the 

specified density, a code is used to detect errors, and then the memory is reconfigured to the 

spare columns and rows in order to correct this error. Both replication (HW redundancy) 

and coding (information redundancy) can be done during memory manufacturing or during 

the use in memory in design. Coding add fewer HW than replication does. Previous research 

of fault-tolerant memory are based on replication or reconfiguration in order to correct more 

than single error, but the codes used were for correcting single error and detecting double 

error because of the need of simple code design to not add very time delay. Double and even 

triple adjacent errors are nowadays common to occur in memory systems, which lead us to 

find a way with minimum HW redundancy to tolerate these errors. In this study, we used the 
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coding theory as a fault-tolerant technique to be applied to the random access memory in 

order to correct more than single error. The codes protects the contents of memory against 

malfunctions simply by storing the parity check bits belonging to each word along with the 

word it self. When a word is retrieved from memory, the parity bits that should be 

associated with this word can be recalculated and compared with those actually retrieved. 

Any difference between the calculated and retrieved parity bits, called the "syndrome", 

indicates the presence of one or more errors. Moreover if the number of errors does not 

exceed the number that can be corrected with this code, the syndrome uniquely identifies the 

erroneous bits.  

1.2. The Structure of the Fault-Tolerant Memory  

                                   

 

Fig.1.2: Block Diagram of Fault-Tolerant Memory 

Fig.1.2 shows the structure of a fault-tolerant memory that uses the coding technique. It 

is done as blocks, the function of each block is as follows: 

1. Encoder: It receives the data word to be written to the memory and calculate the 

parity bits for this word by multiplying it by the generator matrix. The output of the 

encoder is the codeword of the input data word. 

2. Data Memory: It stores the input data word, which is input to the decoder. 

3. Parity Memory: It stores the parity bits calculated in the encoder. Both data 

memory and parity memory stores the codeword of the input data word. 
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ROM Flags Correction 
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4. Syndrome: It receives the codeword read from memory, which constitutes both data 

and parity bits, then it calculates the syndrome of it by multiplying it by the 

transpose of the parity check matrix. 

5. ROM: it stores a lookup table of the error patterns that can occur. The address of 

the ROM is the syndrome value, and the data is the error pattern. 

6. Flags: It takes the error pattern read from the ROM and check if the word read from 

the memory is correct, has a correctable error, or has a detectable error. The output 

of this unit is flag for each of the previous three states. 

7. Correction: this unit is used in case of correctable errors it takes both error pattern 

that determines the location of the faulty bits, and the word read from memory then 

invert the bits in error in order to correct it. The output of this unit is the final word, 

which is the same to the input data words in case of no error occur or in case of the 

occurrence of correctable errors. 

 Each block in Fig.1.2 is simulated using VHDL for describing the circuit of each one 

and Verilog module to test the system using FPGA Advantage Personal 5.0 program. The 

data and parity memory are not simulated an error generator block is used to induce error to 

the circuit instead of it. 

1.3. The Problem, Research Goals and Significance  

1.3.1. The Problem 

Because memory is an electronic storage device, it has the potential to return information 

different from what was originally stored. Dynamic random access memory (DRAM) stores 

ones and zeros as charges on extremely small capacitors that must be frequently refreshed to 

ensure the data is not lost. Every bit of memory is either a zero or a one, the standard in a 

digital system. A relatively small electrical disturbance near the memory cell can alter the 

amount of charge on the capacitor, changing the state of the data bit stored in that memory 

cell and causing a memory data error. Despite the various attempts to avoid memory faults, 

errors do occur. The density of memory is increasing rapidly, this increase tends to 

minimize the chip area and find new technologies in design. This causes the increase in 

error types and rates, for example, double error was not common in early memory, where 

now it is very common. High-density and/or high-performance memory chip designs often 

create new reliability problems; one good example is the alpha-particle problem for high-

density RAM, the problem being that some errors may “line up” with existing hard errors, 
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giving rise to double and triple adjacent errors that are not correctable with conventionally 

implemented single-error-correcting double-error-detecting codes. The need of tolerating 

double and triple adjacent errors that are common to occur tends many researchers to do so. 

The first technique of making the fault-tolerant memory is the replication which has the 

ability to tolerate the memory by duplicating and triplication (TMR redundancy) the 

memory with the same content this is done already in many designs as the STAR computer 

(refer to section 2.8.3). Replication has the problems of high hardware redundancy (tripling 

the memory chip in addition with adding a voter to decide if memory chips are similar or 

not). Also in the case of doubling the memory if there is an error it can't be corrected it is 

only detected since the voter flags a different between the two chips but can't say which is 

faulty and which is correct, so triplication is in need. Another problem in the replication is 

the synchronization between reading from the memories, if the access time of one of them is 

higher than any other one this will lead the memory to outs it contents before the others, and 

the voter will flag an error, so good synchronization must be considered in the design. 

Another technique for fault-tolerant memory is reconfiguration. Reconfiguration has the 

disadvantage of it must be done during the manufacturing of the memory; it cannot be added 

for a memory already in use. In addition, reconfiguration needs to add a way that locate the 

error to avoid this column, row, or block which is usually a code used for this reason. In 

addition, reconfiguration is not suitable for soft errors. 

The other technique used for making fault-tolerant memory is the coding. SEC-DED 

Hamming codes are used from long time. The main limitation of the product and Hamming 

codes is that they fail to correct double-bit errors, and in three-dimensional DRAM where 

the double-bit soft errors are relatively common, these codes are inadequate for on-chip 

ECC applications. The conventional double-bit error correcting codes such as Bose-

Chaudhury-Hocquenghem (BCH), Reed-Solomon, and Golay, cannot be readily applied to 

correct double errors in a DRAM chips. These codes are frequently used in digital 

communications to correct t-bit errors. The encoding and decoding circuits of these codes 

employ multi-bit linear feedback shift register which if used in a DRAM chip will introduce 

very high access delay. So the use of error control codes to protect the contents of a 

computer's main memory is therefore limited by two factors: 

1.  fast (parallel) decoders tends to be too complex;  

2. Simple (serial) decoders tend to be too slow. 
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 As a result, the codes used with main memory until now have been restricted for 

Hamming codes with at most mind =4. 

1.3.2. The Goal 

The main goal of designing a fault-tolerant memory is to improve the memory 

reliability. Therefore, we must find a code to tolerate double and more errors that 

can be implemented with minimum added HW and time delay. 

1.3.3. The Significance 

A comparative study between a (12,8) code and four arrangements of the (16,8) quassi 

cyclic code is provided. The significance of the research that the encoding and decoding of 

the cyclic code is done in a new way by using the method of encoding and decoding 

ordinary Hamming codes this lets us to benefit from the detection/correction capability of 

quassi cyclic code and the structure of encoder and decoder of Hamming code. In addition, 

we showed that the codes authors' analysis differs from our analysis in both first and fourth 

arrangements. We showed also that both third and fourth arrangements are not suitable for 

memory since they are not systematic although they have better capability in detecting and 

correcting errors. 

1.4. Application Area of This Research 

1. Memory chips with data word 8 bits. 

2. Any component that have 8 bit and need to correct double and more errors. 

3. If expanded it can be used with the system memory. 

1.5. Thesis Layout and Organization  

The thesis contains 5 chapters; the remainder part of the thesis is organized as 

following: 

Chapter 2.Fault-Tolerant Computing: introduces the main principles about fault-

tolerant systems including the definition of fault-tolerant, definition, causes, and 

classification of malfunction, the motivation to fault-tolerant, the redundancy 

techniques, and specify the causes of errors in memory systems in addition to the 

techniques that are used with memory.  
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Chapter 3. Error Detection and Correction Techniques: talks about error coding, it 

shows the types of codes, the use of block codes, how to encode and decode any word 

using a block code, some code properties and definition of self-checking circuits. 

Chapter 4. Proposed Solution: It talks about the solution we study, it is divided into 4 

main sections: Theoretical analysis section that presents the analysis of the (12,8) code 

and the four arrangements of (16,8) code. It gives the generator and parity check 

matrices for every code and show how to calculate the codeword and syndrome of 

each. The simulation section, which introduces the simulation process, analysis, and 

interpretation of the obtained results. The implementation section which Talks about 

the implementation procedure and the hardware used to implement the work Finally the 

comparison study section that presents a three comparisons as; comparison between the 

(12,8) code and the (16,8) code, comparison between the theoretical analysis results 

and the simulation results, and comparison between different four arrangements of 

(16,8) code used in the thesis. 

Chapter 5. Conclusion and Future Work: presents the conclusion of the work 

introduced in this thesis and proposes the future or the extension of this work
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Chapter 2 

2. Fault-Tolerant Computing 

This chapter introduces the fault-tolerant computing, it explains the difference between 

malfunction types, motivation for fault-tolerant, and it discusses different types of 

redundancy techniques and the difference between them. The chapter is organized as section 

1 introduces the functions of fault-tolerant system. Section 2 presents the requirements of 

fault-tolerant system. Section 3 talks about the partially fault-tolerant system. Section 4 

defines the malfunctions and its types. Section 5 shows the operational faults and how can 

they be classified. Section 6 talks about the motivation for fault-tolerant system. The last 

section presents the redundancy technique and their usage to build a fault-tolerant system. 

2.1. Functions of Fault-Tolerant System 

Fault-tolerant computing is defined as, the ability to execute specific algorithms 

correctly regardless of hardware failures, total system flows, or program fallacies [2-4]. 

Fault-tolerant computing system is a system that has the built-in capability to preserve the 

continued correct execution of its program and input/output functions in the presence of 

certain of operational faults, which is an unspecified change in the value of one or more 

logic variables in the hardware in the system [5]. The basic three functions of fault-tolerant 

systems are: 

1. System Validation: It is involved in the design and production of the system HW 

and SW, (i.e. it is directed to handle faults arising from design and production 

errors) [4]. 

2. Fault diagnosis: The process of applying tests and determining whether the system is fault 

free is known as fault detection or check out. The process of identifying the failures within 

the smallest possible set of components is called fault location or fault isolation. The 

composite of the fault detection and fault location is known as fault diagnosis. Testing 

strategies generally depend on the system design and architecture. A general strategy is to 

divide or partition the system into levels of hierarchy (i.e. systems, subsystems, modules, 

chips, etc) and uses these levels in an organized way to isolate faults [2]. 

3. Fault Recovery: It is the continuation of system functions after the occurrence of an error 

with data integrity. The essential requirement is to minimize the error propagation, and 
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reconstruct any damaged data before restarting [2]. Examples of fault recovery techniques 

are program roll back, standby sparing, and graceful degradation. 

Both of fault diagnosis and fault recovery are embodied in the system, (i.e. they are 

aimed at faults due to random hardware failures), where as system validation is intended for 

errors due to design [4].The causes of design errors are an incomplete or incorrect 

specification, and incorrect translation of the specification into the final design [2],[6]. 

2.2. Fault-Tolerant Computing Systems Requirements 

The decision of implementing fault-tolerant system involves trading off the cost of 

failure against the cost of implementing fault detection and recovery. The cost of failure 

equals the sum of the expense of unscheduled maintenance and losses associated with 

incorrect computation [7]. Fault-tolerant computing is challenged by the speed and 

complexity of IC progress, and the reduced costs accompanying that progress [8]. 

2.3. Partially Fault-Tolerant System 

It is a system that has the built-in capability to reduce its specified-full-computing 

capacity and to shrink to a smaller system by discarding some preciously used programs or 

by slowing down below the specified rate of execution. This reduction occurs because of 

decreases in the working hardware configuration that are due to faults. Partially fault-

tolerant system is known also as fail-soft system, or as gracefully-degradation system [5]. 

2.4. Malfunctions 

Malfunction is an anomalous condition [6],[9]. When a malfunction occurs, it causes loss 

of spare capability, partial loss of function, and/or total loss of function [9]. The types of 

malfunctions are physical malfunction (i.e. component failure), signal-level (logic-level) 

malfunction (faults), data-level malfunction (i.e. error), and system-level malfunction [9]. 

To avoid any ambiguity between the types, we can explore the following cause-effect 

sequences: 

1- The failure, which is a physical event, causes a fault, which is a change of logic 

variable at the point of failure. 

2- The fault supplies incorrect input to the computing process and cause an  error that 

is the change in an instruction or data word [5]. 
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There are several causes of malfunctions such as incomplete or erroneous model, 

manufacturing effects, wear and tear due to component use, high stress (temperature, 

vibration,…etc), electromagnetic radiation, and/or power fluctuation. 

2.5. Operational Fault Classification 

There are three different dimensions to classify the operational faults: 

1. Duration: transient, permanent, and intermittent. 

2. Extent: local, distribution. 

3. Value: determinate, indeterminate [5][6]. 

2.5.1. Duration 

1. Transient Faults: They are faults of limited duration. Causes of this type of faults are 

temporary malfunctions of components, external interference (e.g. magnetic radiation), 

and power fluctuation. The recovery process can be done by waiting until the transient 

subside, or by re-establishing (restarting, or reloading) of a known correct state of the 

program and data [5]. 

2. Permanent Faults: They are faults of unlimited duration (long time). Causes of 

these faults are permanent (solid) failures of component, and short circuits. The 

recovery process can be done by repairing or replacing the faulty component [5]. 

3. Intermittent Faults: They are repeated occurrence of transient faults. There are 

many causes of this type like loose wires. A system with intermittent fault 

oscillates between faulty and fault-free operation [6]. 

Transient and intermittent faults typically occur with greater frequency than permanent 

faults and are more difficult to detect, since they may disappear after producing errors [6]. 

2.5.2. Extent 

The extent of fault describes how many logic variables in the hardware are 

simultaneously affected by the fault that is due to one failure event. 

1. Local (Single): Local fault is that fault which affects only single logic variable. 

2. Distributed: Distributed fault is that affect two or more logic variables, one module, 

or the system. These faults may be caused by single failure of some critical 

component, as clock, power supply, or data buses [5]. 
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2.5.3. Value 

1. Determinate: The fault is determinate when the logic values affected by the fault 

assume at constant value (i.e. stuck-at-0, or stuck-at-1) throughout the entire 

duration. 

2. Indeterminate: The fault is indeterminate if it varies between 0 and 1, but not 

accords its design specification [5]. 

Fault-tolerant computing is used to build computing systems that continue to operate 

satisfactorily in the presence of faults. A fault-tolerant system may be able to tolerate one or 

more fault types including transient, intermittent, and permanent faults, software and 

hardware design errors, operator errors, and physical damage [10]. 

Note that; you can tolerate some faults all of the time, all faults some of the time, but not all 

faults all of the time. 

Generally: 

Fault-tolerant computing encompasses all of the following:- 

• Correctness and completeness of software specification. 

• Testing and verification of programs. 

• Elimination of HW design errors. 

• Continued correct execution of programs. 

• Protection of data in the presence of failures. 

• Protection of the computing system against error induced disruption, 

or unauthorized access of programs and data [5]. 

2.6. Motivation for Fault-Tolerant 

The problem of reliable computing is as old as the first computers, which employed 

relays, vacuum tubes, delay line…etc and other unreliable components. To reach the goal of 

reliable computing there are two approaches fault-intolerance, and fault-tolerance. 

2.6.1. Fault-Intolerance 

It is known also as fault-avoidance, based on fault prevention. The reliability of 

computing is assured by a priori elimination of causes of faults. Redundancy techniques are 

not employed; there is a need of manual maintenance procedures to return the system to an 

operating condition after a failure. To build a reliable fault-intolerance system we need the 

following: 
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1. Acquisition of the most reliable components within the given cost and 

performance constraints. 

2. Use of refined techniques for the interconnection of components. 

3. Packaging of the HW to screen out expected forms of interference. 

4. Carrying off comprehensive testing to eliminate HW and SW design faults. 

The prediction of the system reliability is made using known or predicted failure rates for 

the components and interconnections. Occasional system failures are accepted, as you 

cannot prevent all faults, and manual maintenance is provided for their correction. To 

facilitate this maintenance some built-in error detection, diagnoses, and retry techniques are 

provided. Fault-intolerance is insufficient solution for the following reasons:- 

1. The unacceptability of the delays and interruptions of real-time programs 

caused by manual repair actions. 

2. The inaccessibility of some systems to manual repair. 

3. The excessively high cost of lost time and of maintenance. 

4. The direct dependence of human lives on some computer-controlled 

operations [5]. 

2.6.2. Fault-Tolerance 

Fault-tolerance is used to overcome the above shortcomings. Here redundancy 

techniques are employed. The redundant part of the system either takes part in the 

computing process or is present in a standby condition ready to act automatically to preserve 

its undisrupted continuation. Reasons to use fault-tolerant are: 

1. To achieve a reliability prediction that cannot be obtained by purely fault-

intolerance. 

2. The attainment of a reliability prediction that matches a purely fault-

intolerant design at lower over all cost of implementation. 

3. To handle error automatically. 

The main argument against the use of fault-tolerant technique is the cost of the redundancy [5]. 

2.7. Redundancy Techniques 

There are several ways to classify the redundancy techniques: 

• Active, passive. 

• HW, SW, time, information. 

• Massive, selective 
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• Fault-tolerance, fault-intolerance [9]. 

The choice of a redundancy type is application specific, there are some attributes that 

governs the choice such as- 

• Degree of tolerance: how many sequential malfunctions can be tolerated. 

• Generality of coverage: how many sequential malfunctions can be tolerated. 

• Level of containment: the structural level at which redundancy is applied [9]. 

A redundant system may go through as many as 10 stages in response to the occurrence of a failure: 

1. Fault confinement: When fault occur, it is desirable to limit the scope of their 

effects. Fault confinement is achieved by limiting the spread of fault effects to one 

area of the system, thereby preventing contamination of other areas. It can be 

achieved through liberal use of fault-detection circuits, through consistency checks 

before performing a function, and through multiple requests/confirmations before 

performing a function.  

2. Fault Detection: Most failures eventually result in logical faults. Many techniques 

are available to detect faults, such as parity, consistency checking, and protocol 

violation. Unfortunately, these techniques are not perfect, and an arbitrary period of 

time may pass before detection occurs. This time is called “fault latency”. Fault-

detection techniques are of two major classes: off-line detection and on-line 

detection.  

3. Fault Masking: Fault-masking techniques hide the effects of failures. In a sense, the 

redundant information outweighs the incorrect information. In its pure form, 

masking provides no detection. However, many fault-masking techniques can be 

extended to provide on-line detection as well. Otherwise, off-line detection 

techniques are needed to discover failures. Majority voting is an example of fault 

masking. 

4. Retry: In many cases, a second attempt at an operation may be successful. This is 

particularly true of a transient fault that causes no physical damage. 

5. Diagnosis: If the fault-detection technique does not provide information about the 

failure location and/or properties, a diagnostic step may be required. 

6. Reconfiguration: If a fault is detected and a permanent failure located, the system 

may be able to reconfigure its components to replace the failed component or to 

isolate it from the rest of the system. The component may be replaced by backup 
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spares. Alternatively, it may simply be switched off and the system capability 

degraded: this process is called “graceful degradation”. 

7. Recovery: After detection and (if necessary) reconfiguration, the effects of errors 

must be eliminated. Normally, the system operation is backed up to some point in 

its processing that preceded the fault detection, and operation recommences from 

this point. This form of recovery, often-called “rollback,” usually entails strategies 

using backup files, check pointing, and journaling.  

 

Fig. 2.1: Stages of the Fault Cycle. 

8. Restart: Recovery may not be possible if too much information is damaged by an 

error, or if the system is not designed for recovery. A “hot” restart -which is a 

resumption of all operations from the point of fault detection-is possible only if no 

damage has occurred. A “warm” restart implies that only some of the processes can 

be resumed without loss. A "cold" restart corresponds to a complete reload of the 

system, with no processes surviving. 

9. Repair: When a component is diagnosed as “failed,” it is replaced. It can be either 

on-line or off-line. In off-line repair, either the failed component is not necessary 

for system operation and can be removed without bringing down the system, or the 

entire system must be brought down to perform the diagnosis and repair. In on-line 

repair, the component may be replaced immediately by a backup spare, or 

operation may continue without the component.  

10. Reintegration: After the physical replacement of a component, the repaired module 

must be reintegrated into the system. For on-line repair, reintegration must be 
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accomplished without interrupting system operation. Some of these stages are 

discussed in details in redundancy technique section. 

Designing a redundant system involves the selection of a coordinated failure response 

that combines some or all of these stages [11]. Fig.2.1 depicts one scenario that illustrates 

some of the preceding concepts. The time line illustrates the stages in fault handling for a 

nonfault-tolerant system. Fig.2.1 also illustrates some reliability measurement concepts: the 

mean time to failure, or MTTF; mean time to detection, or MTTD (also called error latency) 

and main time to repair, or MTTR [11]. 

2.7.1. Hardware Redundancy 

It consists of the components that are introduced into the system in order to provide fault-

tolerance. There are two types of HW redundancy static and dynamic redundancy. 

2.7.1.1. Static Redundancy: 

It is known also as masking redundancy since the redundant components mask the effect 

of HW failures, and the outputs of the module remains unaffected [5]. It is also known as 

active redundancy since all components run all the time. This technique is applicable for 

both permanent and transient errors. Since all redundant elements run all the time, they can 

provide fault masking instantaneously and automatically [5]. There are several types of 

static redundancy: 

1. Simple Parallel: The redundancy consists of a simple parallel combination of 

elements. If any element fails, open, identical paths exist through parallel redundant 

elements. This type of redundancy is shown in Fig.2.2. 

2. Bimodal Parallel: A series connection of parallel redundant elements provides 

protection for shorts and opens (short prevented by series, open prevented by 

parallel connection).Fig.2.3 shows this type of redundancy. 

3. Simple Majority Voting: Decision can be built into the basic parallel redundant 

model by inputting signals from the elements into a voter to compare each signal 

with remaining signals. Valid decisions are made only if the number of useful 

elements exceeds the failed elements. A common example is the TMR, which 

consists of three units with a voter as shown in Fig.2.4. 

4. Adaptive Majority Voting: It is same as simple majority voting with adding a 

comparator and a switching network to switch out or inhibit the failed redundant 

element. The configuration shown in Fig.2.5 consists of two identical parts; each 
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part consists of two elements and a comparator. The comparator is assumed to 

produce the signal ‘OK’ when its elements produce the same result and it is 

working correctly itself. The switch is controlled by the output of both 

comparators. In the event of fault in one of the paths, the switch selects the result of 

the correct path [12]. In some cases of using the voter, voters themselves are 

duplicated or triplicate to take into consideration failures that may be happened in 

the voter itself. 

 

Fig. 2.2: Simple Parallel Redundancy 

 

Fig. 2.3: TMR Majority Voting  

 

 (a): Bimodal Parallel/Series Redundancy 

Useful in case of open failures                        

 

(b): Bimodal Series/Parallel Redundancy 

Useful in case of short failures. 

Fig. 2.4: Bimodal Parallel Redundancy 

2.7.1.2. Dynamic Redundancy 

A system with dynamic redundancy consists of several elements but with only one 

operating at a time [13]. It is also known as standby redundancy since the redundant 

element not powered. This approach is applicable for both permanent and transient faults. 

Since that, the redundant elements not powered all the time, fault tolerance implemented in 

the following steps: 

1. Detect faults in the module. 

2. Run a recovery action that either eliminates the fault or correct the error. A 

recovery action may be as the following: 
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• Switch out the faulty module. 

• Switch in the spare. 

• Start SW actions (like rollback, initialization, retry, and restart) 

necessary to restore and continue the computation. 

Dynamic redundancy is more efficient than the static redundancy such that it is less 

power consumed. The disadvantage of the dynamic redundancy is the delay that occurs 

during the recovery process. It is usually supported by software and time redundancy [5,10]. 

 

Fig.2.5: Adaptive Majority Voting. 

 

(a) 

 

(b) 

Fig. 2.6: Dynamic Redundancy 

A particular redundant element of a parallel configuration can be switched into an active 

circuit by connecting outputs of each element to switch pole. Two switching configurations 

are possible: 

1. The element may be isolated by the switch until switching is completed and 

power applied to the element in the switching operation as shown in 

Fig.2.6.a 
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2. All redundant elements are continuously connected to the circuit and a 

single redundant element activated by switching power to it as shown in 

Fig.2.6.b. 

2.7.2. Software Redundancy 

This includes all additional programs, program segments, instructions, and 

microinstruction. There are two major types of software redundancy: 

2.7.2.1. N-Version Programming 

It is like static hardware redundancy such that multiple versions of the programs that 

perform the same functions runs simultaneously and their outputs are voted at special 

checkpoints. In case of nonequal output values, a criterion must be used to identify and 

reject faulty program version [10]. 

2.7.2.2. Recovery Blocks 

It is like dynamic hardware redundancy. This technique is based on the use of several 

alternative algorithms to solve the same problem. Before a particular program module is 

executed, a copy is made of the data, this copy is called recovery block. When program 

module A has completed, a check is made on the acceptability of the result. If this check 

fails, a copy of the recovery block is made and passed to program module B, which has the 

same functionality as module A. Upon completion of module B, a check made and so on [12]. 

2.7.2.3. Advantages of software Redundancy 

1. The ability to add a fault-tolerance feature after the hardware has been 

designed. 

2. The relatively easier modification and refinement of the software features 

after their introduction into the system. 

2.7.2.4. Disadvantages of Software Redundancy 

1. The difficulty of assuring that the software features will be able to function 

correctly after the occurrence of a fault and that they will be invoked 

sufficiently early. 

2. The relatively high cost of generating and verifying or validating the 

required software, the storage requirements [5]. 
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2.7.3. Time Redundancy: 

This consists of repeating or acknowledging machine operations at various levels: micro-

operation, single instruction, program segment, or entire program. It is usually employed 

together with dynamic hardware and software redundancy techniques [5]. The goals are: 

1. Fault detection by means of repeated execution or acknowledgment. 

2. Recovery by program restarts or operation retries after fault detection. 

This technique is suitable to detect transient fault, permanent faults cannot be recovered [12].  

There are several types of time redundancy:  

1. Retry: the failed instruction is retried. 

2. Acknowledgment: there are several forms such as "handshaking" that is suitable for 

detection of I/O devices faults. The suitable correction method in this case is the 

‘retransmission’. 

3. Rollback: the status of the program saved in specific time, when an error occurs; 

the program execution restarted from a checkpoint where sufficient program state 

saved [5]. 

2.7.4. Information Redundancy 

Information redundancy involves the use of error detecting codes for the information in a 

computer system, for memories, for data paths and for units operating on the data. The 

redundant information allows valid and invalid words to be distinguished. There are several 

types of information redundancy such as the list below: (listed from simplest to complicated) 

1. Duplication: Errors can be detected by duplicating each word. 

2. Parity Encoding: A single bit is added to every byte, so that the resulting codeword 

is forced to have either odd or even number of ones. By counting the number of 

ones in a codeword, single-bit error can be detected [12]. 

3. Checksum Codes: Errors are detected by adding the data words into sums. 

4. Cyclic Codes: The data bits are interpreted as coefficients in a polynomial and 

deriving redundant bits through multiplication and division of a generator 

polynomial. 

The use of error correcting codes (ECC) allows detecting and correcting errors. 

Information redundancy discussed in detail in chapter3. 
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2.8. Principles of Fault-Tolerant Memory 

Memory is the ability to retain data for a period of time, short or long. Memory is a vital 

part of the computer, it handles software to be run and data to be saved and processed. This 

chapter gives short definitions of memory types, and the causes of errors that can occur in 

memory chips, also it introduces the main techniques of implementing a fault-tolerant 

memory, in the addition of a history for the fault-tolerant memory that is implemented.  

This section is organized as subsection 1 presents different computer memory types, 

subsection 2 introduces the causes of errors in the memory and fault-tolerant techniques that 

can be used with it and subsection 3 gives a survey on previous work in fault-tolerant 

memory. 

2.8.1.  Computers’ Memory 

There are basically two types of memory for a computer:  

1. Mass memory (storage space). 

2. Active memory, random access memory (RAM). 

 

Fig. 2.7 The Basic Memory Types. 

Fig.2.7 shows the basic different memory types, and the following text gives more details 

about these two categories of memory: 

2.8.1.1. Mass Memory 

The famous type of mass memory is actually the hard drive. It consists of a metal platter, 

which spins very fast. As it spins, the hard drive "head" moves along the platter and can 

"read" and "write" information. Other types of mass memory are the magnetic tape and the 

optical disks. 
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2.8.1.2. Random Access Memory (RAM) 

RAM is considered the main memory since most data, regardless of its source, is stored 

in RAM before it is registered in any other storage device. A computer uses RAM to hold 

temporary instructions and data needed to complete tasks. This enables the computer's CPU 

(Central Processing Unit), to access instructions and data stored in memory very quickly.  

There are two main types of RAM exist as following:  

1. The Static RAM (SRAM), and  

2. The Dynamic RAM (DRAM). 

 The primary difference between the above two types is the life time of the data they 

store; where SRAM stores its data in flip-flops so it can retain its contents as long as 

electrical power is applied to the chip. On the other hand, DRAM stores its data in 

capacitors so it needs to be periodically refreshed in order to retain its data. 

2.8.2. Fault-Tolerant Memory 

Main memory consumes more component than any other system function and represents 

the major cost item. It is typically the most unreliable system unit (except for mechanical 

peripherals), but is also the system function that benefits most from low redundancy fault-

tolerance techniques [14].  

Advances in semiconductor memory technology towards higher-density and higher- 

performance memory chips have created reliability challenges for the memory system 

designer, since the system reliability tends to decrease as the capacity of a memory system 

increases. 

There are many causes of memory errors that are discussed in detail in section 2.8.2.1. 

To overcome these errors fault-tolerant techniques are used with the memory. There are 

three main techniques; replication discussed in section 2.8.2.2, reconfiguration discussed in 

section 2.8.2.3, and coding techniques that is discussed in section 2.8.2.4. Section 2.8.2.5 

discusses how to increase the yield of manufacturing the memory by adding fault-tolerant 

technique during the manufacturing of memory. Some examples of implemented fault-

tolerant memory are shown in section 2.8.2.6. 

2.8.2.1. Causes of Errors 

Any memory error may be classified as hard, soft, or intermittent. In a DRAM chip, more 

than 38% of failures that occur during the normal operation are radiation-induced soft errors 

[15]. Hard errors that are permanent faults, and repaired by hardware replacement, are 
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caused by manufacturing defects and wear [1]. On-line hard errors are relatively very low in 

a well-designed chip. Small fractions of soft errors come from transients like voltage spikes 

and man-made static. By introducing suitable filtering circuits these source of transient 

errors can be sufficiently suppressed. However, alpha-particle-induced soft errors are 

becoming more and more critical as the cell dimension is reduced [15]. Alpha particles are 

doubly charged helium nuclei ejected from the nucleus of a high atomic number atom 

during radioactive decay. The mass of an alpha particle is about 7500 times that of an 

electron, and its kinetic energy is of the order of several million electron volts. Electron-hole 

pairs are generated by the alpha particles as they lose energy in the silicon and resulting 

charges can be collected in the memory storage capacitors within a cell [16]. 

There are three radiation sources for causing soft errors in a DRAM chip described 

below: 

1. The cosmic rays in the atmosphere may strike the chip with sufficient 

impinging velocity to generate electron-hole pairs that may contribute to the 

soft errors. These rays are a major concern for space applications, and 

suitable radiation-hardened protective measures are adopted to minimize 

these effects. 

2. The radioactive decay of uranium and thorium, contained in minute 

proportions within the packaging material. This is a relatively large flux, 

but it can also be reduced sufficiently by coating the chip with radiation-

hardened film that shields the chip from packaging material. 

3. The radioactive impurities in the materials within the chip itself. Small 

traces of uranium and thorium are found in the metal and in the silicon 

substrate. The alpha-particle emission from these residual radioactive 

impurities frequently causes soft errors in a memory chip. The soft errors 

from residual alpha-activity cannot be effectively controlled by using 

protective films [15].  

It has been clearly seen that, fault tolerance must to be designed into memory. It permits 

errors to be detected promptly so that erroneous data is not propagated. Three general 

techniques are used to provide error detection some also support error correction. 

2.8.2.2. Replication 

Replication relies on identical copies of memory to mask errors. NMR of which the 

popular TMR is a special case (studied in section 2.7.1.1), is static technique in which an 
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odd number of modules operate simultaneously. Its outputs are checked by majority vote as 

shown in Fig.2.4. When a disagreement detector and one or more backup units are added, 

hybrid redundancy is achieved to replace a faulty unit, if one is found.  

Replication tradeoffs are straightforward. They provide high error coverage with 

correspondingly high hardware overhead. However, the voting delays may degrade system 

throughput, and synchronization problems may arise at voter inputs when complex modules 

are used [1].  

2.8.2.3. Reconfiguration 

Reconfiguration involves the permutation of the address and/or data lines between an 

array of memory chips and the CPU to prevent the buildup of multiple hard errors. In a 

typical implementation, each column of chips provides the data for a single bit of a memory 

word, while a particular chip within the column is chosen according to the high-order 

address lines. A SEC-DED code implemented in this array would allow single chip failures 

in each row to be automatically corrected. Permutation of the address and/or data lines 

would occur upon the detection of a double error and the uncorrectable double fault would 

be rearranged into two correctable, single faults [1]. 

2.8.2.4. Coding 

Memory cost is often a dominant factor in the total system cost and this had led to low 

error detection and correction schemes based on linear codes [17]. A wide range of coding 

methods attempt to detect and/or correct memory errors on a per-word, per-byte, or per-

block level by appending additional bits to the respective data structures. Special 

encoding/decoding circuitry and /or software are required, which often reduces memory 

speed [1]. 

a. Codes for High Speed Memory 

For a code to be useful for high-speed memories, its structure must permit rapid, parallel 

encoding and decoding. The complexity of the parity check circuit used in the encoder and 

decoder can be a major factor in determining speed [12]. The most popular codes used for 

memory are the parity codes, SEC-DED Hamming codes, and b-adjacent codes [1]. 

b. Codes for Mass Memory 

Characteristic problems with magnetic tapes and disks and optical disks include burst 

errors, caused by defects and dust particles on the recording surfaces, and random errors, 
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caused by noise in read/write heads. Magnetic tapes use the optimal rectangular code 

(ORC), and the adaptive cross-parity codes (AXP) for high density [12]. 

2.8.2.5. Fault-Tolerant In Manufacturing 

Redundancy during manufacturing was developed to eliminate the large number of chip 

failures attributable to localized defects affecting single bits, rows, or columns of the 

memory array. Depending upon the expected failure density, a number of additional rows 

and/or columns are included on the chip. This redundancy and its additional circuitry 

usually occupy between two and 10 percent of the total chip area. During wafer sorting, 

probe testing locates the defective elements. Polysilicon fuses in the decoding circuitry are 

blown to allow addressing of the spare rows and/or columns. 

On-chip redundancy has increased RAM yields by two to eight times in high-volume 

production. Moreover, with the market demand for increased RAM densities, most 

manufacturers are building redundancy into their memory chips [1]. 

2.8.2.6. Implementation of Fault-Tolerant Memory Techniques 

Many memories exploit more than one fault-tolerant technique. An example of early 

stand-alone fault-tolerant memory interface is Intel's Series 90/IQX module. This unit 

implements as SEC-DED code in the data and parity check on the address bus. Another 

commercial fault-tolerant memory is the Hewlett-Packard 300 series II memory board, 

which uses a five-bit SEC Hamming code for its 16-bit words and provides error logging for 

ease of servicing [1]. An experimental IBM memory with self-checking logic uses a SEC-

DED code and includes a sophisticated algorithm for complete double-error recovery [18]. 

Nowadays most of manufacturers make on-line ECC memory in order to improve the 

reliability since the size of memory increases rapidly. 

2.8.3. Previous Work in Fault-Tolerant Memory 

Memory is a subsystem of particular importance in most digital system architectures. 

Since it is on of the less-reliable components, this led to research into techniques that take 

advantage of the inherent regularity of the memory layout, so as to increase its reliability. 

Some designs that depend on coding are proposed by: Chen [19] has proposed a method 

for constructing symbol error correcting codes by introducing efficient SSC-DSD codes and 

showed that it is better than other known SSC-DSD codes.  

Goldberg [14], which uses b-adjacent codes for detection in memory, made up of n 

words × b bit storage devices. 
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[18] Proposed SEC-DED code with self-checking logic.  Hsiao [20] uses, together with 

an error correcting code, an address skewing mechanism for dispersing multiple errors so 

as to make them correctable.  

Carter [21] makes a detailed study of the hardware/software aspect of a memory 

subsystem employing a Hamming code and spare blocks.  

Sundberg [22, 23] extends the correction capability using the concept of erasure (i.e. 

potentially erroneous symbols with known location).  

Stiffler [24] described a decoding technique and calculate the complexity and delay of 

the decoding.  

Osman [25] organized the cells in a DRAM chip into a number of blocks, and compared 

the block parities to correct a single-bit soft error.  

Mazumder [26] used similar technique as [25] over a two-level memory system and 

showed that the error rate is improved. 

 Nippon Telephone and Telegraph [27] used product code to correct single error in their 

experimental 16 Mb DRAM chip.  

Mazumder [15] discussed the problem of error correction in multimega bit DRAM chips 

and proposed a code that can correct double errors as well as single error. Many other codes 

are studied in [28-52].  

Some designs that depend on replication are proposed by: In [17] the memory structure is 

derived from the duplex scheme, but the two-memory elements sharer a third one that saves 

duplicate information relevant to both, then a study of the reliability improvement for this 

structure is included. 

Avizienis [53] that explains fault-tolerant technique in the STAR computer, which is a 

pioneer fault-tolerant computer for space-mission applications, it had duplex and triplex 

memory configuration to memory contents against the failure of any storage element.  

The Ess 1A processor [54] used in telephone switching systems, protects data relating to 

a large number of customers file memory by duplication.  

Some designs that depend on reconfiguration are proposed by Goldberg [14], which used 

spares in the addition to codes to reconfigure the memory in the presence of faults. [55] 
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Which introduced a new method and calculated the reliability and mean time to failure for 

the design. 

 This chapter introduced the basic concepts of fault-tolerant systems. The goal of fault-

tolerant design is to improve dependability by enabling a system to perform its intended 

function in the presence of a given number of faults. Causes of faults include design errors, 

damage, fatigue, or other deterioration. Faults can be classified by its duration (permanent, 

transient, and intermittent), value (Determinate and indeterminate), and extent (local and 

distributed). Fault tolerance is achieved through redundancy in hardware, software, 

information, and/or time. Such redundancy can be implemented in static or dynamic. The 

primary forum for presenting research in this field has been the annual IEEE International 

Symposium on Fault-Tolerant Computing (FTCS) and the papers in its Digests provide a 

primary reference source. We used in our survey the information redundancy as a fault 

tolerant technique since it is more suitable for online work of memory. 



Chapter 3: Error Detection and Correction Techniques 

 

 27 

 

Chapter 3 

3. Error Detection and Correction Techniques 

Techniques for coding digital information -in order to protect it from errors while it is 

being stored, transferred, or otherwise manipulated- have been the subject of intense 

investigation for several decades [56]. In 1948, Shannon demonstrated in a landmark paper 

that, by proper encoding of the information, errors induced by a noisy channel or storage 

medium can be reduced to any desired level without sacrificing the rate of information 

transmission or storage. Since Shannon’s work, a great deal of effort expended on the 

problem of devising efficient encoding and decoding methods for error control in a noisy 

environment [57].  This chapter summarizes some of the codes properties, it is organized as; 

section1 introduces the model of coding in transmission or storage system. Section 2 defined 

the major types of codes. Section 3 explains the encoding and deciding of block codes in 

addition of the basic theorem that governs any code capabilities. Section 4 which talks about 

the self-checking circuits. 

3.1. Transmission or Storage System Model 

The transmission and storage of digital information transfer data from an information 

source to a destination (user). A typical transmission (storage) system illustrated in Fig.3.1, 

which shows that it divided into 8 blocks explained as following: 

1. Information Source: It can be either a person or a machine. The output source which 

to be communicated to the destination, can be either a continuous waveform or a 

sequence of discrete symbols. 

2. Source Encoder: It transforms the source output into a sequence of binary digits (bits) 

called the information sequence i . In the case of a continuous source, this involves 

analog-to-digital conversion (A/D). 

3. Channel Encoder: It transforms the information sequence i  into a discrete encoded 

sequence a  called codeword. In most instances a  is also a binary sequence, although 

in some applications nonbinary codes have been used. 
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4. Modulator (writing unit): It transforms each output symbol of the channel encoder 

into a waveform of duration T  seconds, which is suitable for transmission (recording 

in storage unit). 

 

Fig. 3.1: Block Diagram of Data Transmission (Storage System). 

5. Channel (storage medium): Transmission channel are like telephone lines, 

microwave, satellite links, etc. Storage medium are like semiconductor memories, 

magnetic tapes, optical memory units, etc. The waveform gets in this unit and may be 

corrupted by noise. 

6. Demodulator (or reading unit): It process each received waveform of duration T  and 

produces an output that may be discrete (quantized) or continuous (unquantized). The 

sequence of the demodulator outputs corresponding to the encoded sequence a  is 

called the received sequence r . 

7. Channel Decoder: It transforms the received sequence r  into a binary sequence 
'i  

called the estimated sequence. The decoding strategy is based on the rules of channel 

encoding and the noise characteristics of the channel (or storage media). Ideally, 

'i will be a replica of the information sequence i , although the noise may cause some 

decoding errors 

8. Source Decoder: It transforms the estimated sequence 
'i  into an estimate of the source 

output and delivers it to the destination. When the source is continuous, this involves 

(D/A) digital-to-analog conversion. 

Information 

Source 

Source 

Encoder 

Channel 

Encoder 

Modulator 

(Writing Unit) 

Channel 

(Memory) 

Demodulator 

(Reading Unit) 

Channel 

Decoder 

Source 

Decoder 

Information 

Destination 

i a 

r i' 



Chapter 3: Error Detection and Correction Techniques 

 

 29 

To focus attention on the channel encoder and decoder the model simplified to be as in 

Fig.3.1. The major engineering problem is to design and implement the channel 

encoder/decoder pair such that: 

1. Information can be transmitted (or recorded) in a noisy environment as fast as 

possible. 

2. Reliable reproduction of the information can be obtained at the output of the 

channel decoder. 

3. The cost of implementing the encoder and decoder falls within acceptable 

limits [57]. 

 

Fig. 3.2: Simplified Model of Coded System 

3.2. Types of Codes 

There are many codes in common use today; they can be classified into two main types, 

block codes and convolutional codes.  

3.2.1. Block Codes 

The encoder for a block code divides the information sequence into message blocks 

of k information bits each. A message block is represented by the binary k -tuple 

0 1 1( , ,..., )ki i i i  called a message. There are a total of 2k different possible messages. The 

encoder transforms each message i  independently into an n -tuple  110 ..  naaaa of 

discrete symbols called a codeword. Therefore corresponding to the 2k  different possible 

messages, there are 2k  different possible codewords at the encoder output. This set of 2k  
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codewords of length n  is called a ( , )n k block code. The ratio /R k n  is called the code rate, 

and can be interpreted as the number of information bits entering the encoder per transmitted 

symbol. Since the n -symbol output codeword depends only on the corresponding k -bit input 

message, the encoder is memoryless, and can be implemented with a combinational logic 

circuit. 

3.2.2. Convolutional Codes 

The encoder for a convolutional code also accepts k -bit blocks of the information 

sequence i , and produces an encoded sequence a  of n -symbol blocks. However, each 

encoded block depends not only on the corresponding k -bit message block of the same time 

unit, but also on m previous message blocks. Hence, the encoder has a memory order of m . 

The set of encoded sequences produced by a k -input, n -output encoder of memory order m 

is called a ( , , )n k m  convolutional code. The ratio /R k n  is called the code rate. 

3.3. Block Codes 

It is assumed that the output of an information source is a sequence of binary digits “0” or 

“1”. For ease of code synthesis and implementation, we restrict our attention to a subclass of 

the class of all block codes, the linear block codes. A linear code is the code in which the 

difference between (or sum of) any two code words is also a codeword, i.e. if 1X is codeword 

and 2X is another codeword, so 1 2X X is also a codeword [58]. 

3.3.1. Generator Matrix 

Since an ( , )n k linear code C  is k -dimensional subspace of the vector space na of all the 

binary n -tuples, it is possible to find k  linearly independent code words, 0 1 1, ,..., kg g g   in 

C such that every codeword a  in C is a linear combination of these k codewords, as shown in 

Eq.3.1. 

a=i0g0+i1g1+…..+ik-1gk-1 

Where:      ii =0 or 1 for 0 <= i < k . 

Eq.3.1 

Let us arrange these k  linearly independent codewords as the rows of a k n  matrix as shown in 

Eq.3.2. If 0 1 1( , ,..., )ki i i i  is the message to be encoded, the corresponding codeword can be 
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given as in Eq.3.3. Substituting i as  0 1 1( , ,..., )ki i i i   and G as shown in Eq.3.2 it will give the 

form of Eq.3.1 
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Eq.3.2 

Gia •  Eq.3.3 

Clearly, the rows of G  generate or span the ( , )n k linear codeC . For this reason, the 

matrix G  is called a generator matrix forC . Note that any k linearly independent codewords 

of a ( , )n k  linear code can be used to form a generator matrix for the code. It follows that 

from Eq.3.1 that a ( , )n k  linear code is completely specified by the k  rows of generator 

matrixG . Therefore, the encoder has only to store the k  rows of G  and to form a linear 

combination of these k  rows based on the input message  110 ,..,  kiiii  

 

Fig. 3.3: Systematic Format of a Code Word. 

Systematic Code: A desirable property of a linear block code to posses is the systematic 

structure of the codewords as shown in Fig.3.3, where a codeword is divided into two parts, 

the message part and the redundant check part. The message part consists of k  unaltered 

information (message) digits, and the redundant checking part consists of n k parity-check 

digits, which are linear sums of the information digits [57]. A linear systematic ( , )n k  code is 

completely specified by k n  matrix G  of the form shown in Eq.3.4. 
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Where: ijp = 0 or 1. Let kI denote the k k identity matrix. The form shown in Eq.3.4 can be 

rewritten as shown in Eq.3.5 

[ : ]kG p I  Eq.3.5 

3.3.2. Parity Check Matrix 

There is another useful matrix associated with every linear block code. It is known that for 

every kxn matrix G  with k linearly independent rows, there exists a ( )n k n  matrix H with 

n-k linearly independent rows such that any vector in the row space of G is orthogonal to the 

rows of H , and any vector that is orthogonal to the rows of H is in the row space ofG . Hence, 

we can describe the ( , )n k  linear code generated byG in an alternate way as follows: An n -

tuple a  is a codeword in the code generated byG  if and only if 0Ta H  [59]. 

This matrix H is called the parity check matrix of the code. If the generator matrix G of a 

( , )n k  linear code is in the systematic form as Eq.3.5, the parity check matrix may take the  

form shown in Eq.3.6. This form can be expanded as shown in Eq.3.7. 

[ : ]T

n kH I p  Eq.3.6 
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Where Tp  is the transpose of matrix p . 
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3.3.3. Encoder Circuit 

The encoding circuit for a ( , )n k  linear systematic code can be implemented easily. The 

encoding operation is very simple. The message  110 ,..,  kiiii  to be encoded is 

shifted into the message register and simultaneously into the channel. As soon as the entire 

message has entered the message register, the n k parity check digits are formed at the 

outputs of the n k modulo-2 adders. These parity check digits are then serialized and shifted 

into the channel. The complexity of the encoding circuit is linearly proportional to the block 

length of the code. The circuit of the parity bits in ( , )n k  code encoder is shown in Fig.3.4 [57]. 

 

Fig. 3.4: Encoder of ( , )n k  Code. 

3.3.4. Syndrome and Error Detection 

Consider a ( , )n k  linear code with generator matrix G and parity check H . Let 

 110 ..  naaaa  be a codeword that is transmitted over a noisy channel. Let 

 110 ..  nrrrr  be the received vector at the output of the channel. Because of the 

channel noise, r  may be different from a , and the vector sum e  is shown in Eq.3.8 

e r a     110 .. neee  

is an n -tuple where: 1ie   for i ir a   and 0ie   for i ir a  

Eq.3.8 

This tuple is called the error vector (or error pattern). The 1’s in e  are the transmission 

errors caused by the channel noise. It follows from Eq.3.8 that the received vector r  is the 

vector sum of the transmitted code word and the error vector as shown in Eq.3.9 Of course the 

receiver doesn’t know either a  or e . Upon receiving r, the decoder must first determine 
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whether r contains transmission errors [57]. The parallel decoding is usually based on 

the H matrix of the code [58]. 

r a e   Eq.3.9 

When r  is received, the decoder computes the n k tuples as shown in Eq.3.10. 

 110 .. • kn

T sssHrs  Eq.3.10 

This is called syndrome of r . Then 0s   if and only if r  is a codeword, and 0s   if and 

only if r  is not a codeword. Therefore, when 0s  , we know that r is not a codeword and the 

presence of errors has been detected. When 0s  , r  is a codeword and the receiver accepts r  

as the transmitted codeword. It is possible that the errors in certain error vector are not 

detectable (i.e. r contains errors but 0• THRS ). This happens when the error pattern e is 

identical to a nonzero codeword. In this event r is the sum of two codewords which is a 

codeword, and consequently 0s  . Error patterns of this kind are called undetectable errors. 

When an undetectable error pattern occurs, the decoder makes decoding error [57]. The 

syndrome circuit similar as the encoder circuit by the first level is AND gates, and the second 

level XOR gates, but the inputs are r  and the elements in the matrix TH . Syndrome for 

( , )n k code. The syndrome s  computed from the received vector r actually depends only on the 

error pattern e , and not on the transmitted codeword a. Since r is the vector sum of a  and e , it 

follows that from Eq.3.9 and Eq.3.10: TT HeHas ••  

However, 0• THa . Consequently, we obtain the relation between the syndrome and error 

pattern in Eq.3.11 

THes •  Eq.3.11 

3.3.5. Code Weight and Code Distance 

Codes are specified by two important properties: the code weight and the code distance. 

1.  Code Weight: The weight of a vector  nxxxX ,.,., 21 , dented by ( )w X , 

is the number of nonzero components of X . It is known as Hamming weight. 

2. Code Distance: The distance between two vectors X  andY , dented by ( , )d X Y is the 

Hamming weight of X Y . It also equals the number of positions in which the two 
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vectors differ. That is ( , ) ( ) ( )d X Y w X Y w Y X    = the number that X , Y  differ 

in position. It is known also as Hamming Distance [58]. 

3. Minimum Distance: The minimum distance mind of a code C  is the minimum of the 

distances between all pairs of codewords [58]. 

I. Theorem (3.1): It is necessary and sufficient that mind  of a code is at least d in order to 

detect any error pattern of weight 1d   or less [58]. 

 Proof: If the minimum distance of a block code C is mind , any two distinct code 

vectors ofC differs in at least mind  places. For this codeC , no error pattern of mind -1 or fewer 

errors can change one code word into another. Therefore, any error pattern of mind -1 or fewer 

errors will result in a received vector r that is not a code word in C. When the receiver detects 

that the received vector is not a codeword of C , we say that errors are detected. 

Hence, a block code with minimum distance mind  is capable of detecting all error patterns 

of mind -1 or fewer. However, it cannot detect all the error patterns of mind  errors, because 

there is at least one pair of code vectors that differ in mind  places. So error with mind  will 

convert one code word into another [57]. 

II. Theorem (3.2): A codeC can detect and correct all patterns of t  or fewer errors if and only if 

min 2 1d t   [58]. 

A more general theorem of error detection and correction can be stated as follows: 

III. Theorem (3.3): A code can correct any combination of t  errors, and detect up to d errors 

( )d t if and only if: min 1d t d   [58]. 

From the discussion above, we see that error detecting and correcting capabilities of a 

block code are determined from mind . Clearly, for a given ,n k , one would like to construct a 

code with mind  as large as possible, in addition to the implementation consideration. 

3.4. Self Checking Circuits 

Self-checking is the ability to verify automatically, whether there is any fault in logic 

(chips, boards or assembled systems) without the need for externally applied test stimuli [13]. 

One way to achieve self-checking design is through the use of error detecting codes. A circuit 
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whose output is encoded in an error detecting code is called a self-checking circuit [60]. The 

block diagram of self-checking circuit is shown in Fig.3.5. 

During failure-free operation, the output of the self-checking circuit is always a codeword. 

The output of the circuit is monitored by a checker that signals the appearance of a non-

codeword [60] as shown in Fig.3.5. Thus by observing the output of the checker, it is possible 

to detect any fault in the functional circuit or the checker itself. However, it is not possible to 

locate the fault (i.e. whether it is in the functional circuit or in the checker itself) from the 

information provided by the checker output [13]. 

When faults occur in the circuit, it may: 

• Have no effect on the output. 

• Produce an output that is not a code word. 

• Change the output to an incorrect codeword (i.e. another codeword). 

It is only the last instance that causes us concern; this is an undetected error. The following 

definitions describe the manner in which self-checking circuits deal with these problems [61]: 

 

Fig. 3.5: Self checking circuit and checker. 

1. Self-testing circuit: A circuit is said to be self-testing if for every fault from a 

prescribed set, the circuit produces a non-code space output for at least one code 

space input [19]. In other words, the circuit whose valid inputs define a code C is 

self-testing for a set of faults F , if all faults within F can be detected with some input 

inC . 

2. Fault-secure circuit: A circuit is fault-secure if for every fault from a prescribed set, 

the circuit never produces an incorrect code space output for code space inputs [60]. 

In other words a circuit whose outputs define a code 
'C  is fault-secure for set of 

faults F and an input codeC if, for any fault in F , and any input in C , the fault is 

neither doesn't affect the output (i.e. the output is correct) or the output is not in 
'C  

(i.e. isn't a codeword). 
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Fig. 3.6: Self-testing circuit 

 

Fig. 3.7: Fault-secure circuit. 

The following discussion will explain these properties more clearly. We will consider 

circuits that produce: output vector ( , )Z x f  that is function of an input vector X  and a 

fault f . The absence of a fault is called the null fault and dented by . The self-testing and 

fault-secure circuits can be defined as following: 

3. Self-testing circuit: A circuit is self-testing for an input set N  and a fault set tF  if 

for every fault in tF  there is an input X  in N  such that ( , )Z x f  isn't in the code C . 

Fig.3.6 illustrates this definition. In this definition, an input X  for which ( , )Z x f is 

not in s called a test for f . The set tF  of faults that are tested by inputs from N called 

the tested fault set [60]. 

4. Fault-secure circuit: A circuit is fault-secure for an input set I  and a fault set sF  if 

for any input X in I and for any fault f  in sF , ( , )Z X   ЄC , and ( , )Z x f  

ЄC implies:  ( , ) ( , )Z X f Z X  ; that is, the output of a fault-secure circuit is always 

either correct or a non codeword. This is illustrated in Fig.3.7. The set I  is called the 

secure input set and the set sF  is called the secure fault set. When circuit inputs are 

from I , fault-securness guarantees that no fault from sF  can cause an undetectable 

error [60]. The properties of a self-checking circuit are determined by the circuit's 

structure and the environment in which it is operated. Given N  (which is determined 

by the environment), tF  is determined to be the largest fault set for which the circuit 

is self-testing. The secure input set I  is not fixed by the environment, except that I  

should be a subset of N . Normally the secure fault set sF  is chosen to be a nontrivial 

fault-set, say all single stuck-at faults, and then I  is determined to be the largest 

input set for which the circuit is fault-secure [60]. Depending on whither I  contain 
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all, some, or null of the normal inputs N , the circuit is called "totally self-checking", 

"partially self-checking", or "self-checking only". 

5. Totally self-checking circuit: It is a circuit that is self-testing for a normal input 

set N and a fault set tF , and fault-secure for input set N  (i.e. I N ) and a fault set sF . 

In totally self-checking circuit, all faults in tF  are tested, and no fault in sF  can 

cause an undetectable error in normal operation [60]. 

6. Partially self-checking circuit: It is a circuit that is self-testing for a normal input 

set N and a fault set tF  , and fault-secure for a non-null proper subset I  of N  

( I N ) and a fault set sF . In a partially self-checking circuit, all faults in tF  are 

tested in normal operation. Faults in sF  cannot cause undetectable errors when 

inputs are from I, but can when inputs are in the set N I [60]. 

7. Self-testing only circuit: It is a circuit that is self-testing for a normal input 

set N and a fault set tF , but not fault-secure for a non-null subset I  of N and fault 

set sF . 

These circuits have also been called simply "self-testing". In a self-testing only circuit, all 

faults in tF  are tested in normal operation, but undetected errors may occur at any time [60]. 

When inputs to a self-checking circuit are from the set I , the circuit is said to operate in 

secure mode. Totally self-checking circuits always operate in secure mode. When inputs are 

from the set N I , the circuit operates in insecure mode. Self-testing only circuits always 

operate in insecure mode. A partially self-checking circuit operates sometimes in on mode, 

some times in the other [60]. In non-critical applications, immediate detection of all errors is 

not essential. Only eventual detection of errors producing faults is required. Thus, we can 

provide low-cost error detection in many cases using self-testing-only and partially self-

checking circuits instead of more expensive totally self-checking circuits [60]. 

This chapter showed that coding theory is the most widely developed mechanism for error 

detection and correction in digital systems, typically requiring less redundancy than other 

error detection and correction schemes. A code's error detection and correction properties are 

based on its ability to partition a set of 2n n-bit words into a code space of 2m  words and a 

non-code space of 2 2n m words as shown in Fig.3.8. For most codes, each word comprises m 

bits of information and k n m  check bits. 
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Fig. 3.8: The Code Space. 

 Each code is designed so that a given number of errors transform a code space word to a 

non-code space word. The number of errors detected or corrected by a given code is related to 

the minimum separation (Hamming distance) between the words of a code space. Larger 

separation permit detection and/ correction of greater numbers of errors. In our survey, we 

used the linear block code (16,8) quassi cyclic code with minimum distance 5, so from 

theorem (3.2) it can correct single errors and double errors. Many arrangements are used in 

order to improve the code detection\correction capability. 

3.5. The Motivation of the Research 

In our research, we intended to implement a fault-tolerant memory, so we have to choose a 

method from the three techniques mentioned in the above discussion. Since we want to find a 

way that can be added to an existent memory the reconfiguration technique is excluded since 

it is done in the manufacturing of the memory. Replication also is excluded because its 

disadvantages discussed in chapter 2. Coding techniques are the most in use today. They are 

the best from the HW redundancy point of view, but unfortunately, the codes used until now 

can only correct single errors and detect double errors. Our research is try to find a code that 

can correct double and even triple adjacent errors which are common to occur in memory 

these days. 
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Chapter 4 

4. The Proposed Solution  

4.1. Theoretical Analysis 

Different Codes are widely used in the field of fault-tolerant memory very long ago. The 

important property of the code to be used with main memory is to be encoded and decoded 

fast enough so it does not delay the memory operation.  This section introduces some of the 

codes and their analysis. This section is organized as section 1 introduces the shortened 

Hamming (12,8) code and gives the generator matrix and parity check matrix of it and shows 

how to calculate the syndrome and codewords. Section two presents a cyclic (16,8) code, it is 

divided to four subsections each one discuss a new arrangement of this code and calculate the 

syndromes in each case.  

4.1.1. Hamming (12,8) Code 

The famous Hamming (15,11) code can be shortened into (12,8) code in order to be able 

to code data bits of 8 bits (byte) which is mostly used in memory. The code presented here 

can correct all single errors and detects all double errors within any of the three 4-bit 

nibble[62]. The parity check matrix is: 





















001111001001

110000111001

100101010101

010110010011

H
 

The syndrome is calculated from the H matrix from Eq.3.7 

0 0 1 4 7 8 10

1 0 2 4 6 8 11

2 0 3 4 5 10 11

3 0 3 6 7 8 9

S r r r r r r

S r r r r r r

S r r r r r r

S r r r r r r

     

     

     

     

 

 

Eq.4.1 

In order to calculate the generator matrix we must convert this code in the systematic code 

as follows: exchange columns 1 and 8, exchange columns 2 and 9 and exchange columns 5 

and 10 as shown in matrix 'H . 
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000011001111

110000111001

101001010011

000110110011

'H
 

by exchanging columns 2 and 1 in matrix 'H  we get the systematic form of the code 

shown in matrix ''H . 





















100011001011

010000111101

001001010111

000110110011

''H
 

Now we can calculate the generator matrix: 

''

1 0 0 0 0 0 0 0 1 1 1 1

0 1 0 0 0 0 0 0 1 1 0 1

0 0 1 0 0 0 0 0 0 1 1 0

0 0 0 1 0 0 0 0 0 0 1 1

0 0 0 0 1 0 0 0 1 1 1 0

0 0 0 0 0 1 0 0 1 0 1 0

0 0 0 0 0 0 1 0 0 1 0 1

0 0 0 0 0 0 0 1 1 0 0 1

G

 
 
 
 
 
 
 
 
 
 
 
  

 

The columns must be exchanged again in the reverse order to get the correct generator 

matrix of the code. So we begin by exchanging columns 2 and 11 in the 
''G matrix this gives 

us the matrix 
'G . 



































000110000100

001001000100

010100100000

011100010000

010000001100

111000000000

001100000110

011100000101

'G

 

Then we exchange columns 1 and 8, exchange columns 2 and 9 and exchange columns 5 

and 10 as shown in matrix G . 



































001010000010

001001000100

010000100010

000000110110

001000101000

100000100100

001100000110

001000100111

G
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G is the generator matrix of the code, so from Eq.3.1 the code word can be represented as 

follows: 

543205

44

33

642102

754101

00

iiiiia

ia

ia

iiiiia

iiiiia

ia













                 

211

510

763109

18

77

66

ia

ia

iiiiia

ia

ia

ia













       

 

 

Eq.4.2 

As shown by equations the additional HW is as following: 

16 two-input XOR gates with delay of three-level two-input XOR gate for encoding, and 

20 two-input XOR gates with delay of three-level two-input XOR gate for decoding. 

4.1.2. Quassi Cyclic (16, 8) Code 

The quassi cyclic (16,8) code is presented in many arrangements in order to get different 

capability of detecting/correcting errors. A comparable study for these arrangements is 

presented here. The additional bits of this code are 8, and the Data bits are 8, which mean that 

it at a 100% information redundancy. This code has the minimum distance mind of 5. It can be 

generated by the following polynomial: 

6 4 2( )C X X X X X     

The codeword can be formulated as following: 

[ ( ), ( )]a I X P X  

 Where: 8( ) ( ) ( ) mod( 1)P X I X C X X   

Codeword can be generated in two ways: Serial, which is done by using shift register, and 

parallel, which is done by using G Matrix. We will use G  matrix to generate the codeword 

because it is faster since we want the memory to work online. 

4.1.2.1. The Formulation of the First Arrangement 

This code can correct all single and double errors in addition to the detection of triple 

adjacent errors within 8-bit bytes. The generator matrix is represented as: 



































0010101110000000

1001010101000000

1100101000100000

0110010100010000

1011001000001000

0101100100000100

1010110000000010

0101011000000001

G
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Therefore, from Eq.3.1 we can represent the codeword as: 

77

66

55

44

33

22

11

00

ia

ia

ia

ia

ia

ia

ia

ia

















                     

653115

542014

743113

632012

752111

641010

75309

76428

iiiia

iiiia

iiiia

iiiia

iiiia

iiiia

iiiia

iiiia

















 

 

 

 

Eq.4.3 

The parity check matrix is derived from the generator matrix as following: 



































1000000001101010

0100000000110101

0010000010011010

0001000001001101

0000100010100110

0000010001010011

0000001010101001

0000000111010100

H

 

The syndrome is calculated from the H matrix from Eq.(3.7) 

1565317

1454206

1374315

1263204

1175213

1064102

975301

876420

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

















 

 

 

Eq.4.4 

It was shown in [63] that there are 137 distinct errors. One error for the no error case, 16 

errors for single error, and 120 errors for double errors. Moreover, it can detect the triple 

adjacent errors within each 8-byte, triple adjacent errors at the boundaries are excluded since 

the syndrome 0010 1000 is generated if bits 8,9,10 at error which is the same as syndrome 

when bits 12, 14 in error, so the triple adjacent error in the boundary is excluded. As shown 

by equations the additional HW is as following: 24 two-input XOR gates with delay of two-

level two-input XOR gate for encoding, and 32 two-input XOR gates with delay of three-

level two-input XOR gate for decoding. 
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4.1.2.2. The Formulation of the Second Arrangement 

A modification of the parity check matrix is done in order to remove the restriction of 

detecting triple-adjacent errors within 8-bit bytes to be removed [64]. The new H matrix 

derived from the H matrix in first arrangement by changing the columns (10,16) , (11,15), 

and (12,14) as shown below: 



































0000001001101010

0000010000110101

0000100010011010

0001000001001101

0010000010100110

0100000001010011

1000000010101001

0000000111010100

H

 

The syndrome is calculated from Eq.(3.7) as follows: 

965317

1054206

1174315

1263204

1375213

1464102

1575301

876420

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

















 

 

 

Eq.4.5 

It is shown in [64] that the syndromes for triple adjacent errors that straddle the 8-byte 

boundary are 1011 1111 and 1010 1010, which are not similar to any of the other syndromes. 

In addition, it showed that the syndromes that are generated for all triple adjacent errors are 

unique, so the code can correct all single, all double and all triple adjacent errors. 

In order to calculate the generator matrix we must convert this code in the systematic code 

as follows: 



































0010101110000000

1001010101000000

1100101000100000

0110010100010000

1011001000001000

0101100100000100

1010110000000010

0101011000000001

'G
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1010100110000000

0101001101000000

1010011000100000

0100110100010000

1001101000001000

0011010100000100

0110101000000010

1101010000000001

G

 

The codeword can be calculated from Eq.(3.1) as follows: 

77

66

55

44

33

22

11

00

ia

ia

ia

ia

ia

ia

ia

ia

















                           

753015

641014

752113

632012

743111

542010

65319

76428

iiiia

iiiia

iiiia

iiiia

iiiia

iiiia

iiiia

iiiia

















 

 

 

Eq.4.6 

4.1.2.3. The Formulation of the Third Arrangement 

This code can correct all single errors, quadruple adjacent errors, 113 of the 120 double 

errors, 7 of the 14 triple adjacent errors, and detect 7 double errors and 7 triple errors. 



































1001010001000100

0010010100010001

0100100101000100

0001001001010001

0100010010010100

0001000100100101

0100010001001001

0101000100010010

H

 

The syndrome is calculated from Eq.(3.7) as follows: 

151210627

13108406

14118625

1296404

14107423

1285202

14106301

14128410

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

















 

 

 

Eq.4.7 
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The syndromes for the triple adjacent errors are circular shifts of the syndromes 1010 

1111 and 11111011, since the syndrome 1010 1111 coincides with one of the syndromes of 

double errors, seven of the double errors and seven of the triple adjacent errors can only be 

detected [64]. In order to calculate the generator matrix we must convert this code to a 

systematic code as follows: 

First exchange the columns (2, 9), (4, 10), (6, 11), (14, 15). 



































1001000001100100

0100000000110011

0010000011000110

0001000001011001

0010100000110100

0001010000000111

0010001001100001

0011000100010010

'H

 

Then we exchange the columns (4, 13), (8, 14). 



































1000000001101100

0100000000110011

0010000011000110

0001000001011001

0000100010110100

0000010000001111

0000001011100001

0000000110011010

''H

 

Now we can calculate the G matrix: 



































0010101110000000

1011001001000000

1100101000100000

0101100100010000

1001010100001000

1010110000000100

0110010100000010

0101011000000001

''G

 

To get the right generator matrix we must re-exchange the columns in the reverse order. So 

exchange columns (4, 13), (8, 14). 
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0010101110000000

1000001011001000

1100101000100000

0100100100011000

1001010100001000

1000110010000100

0100010110000010

0100011000001001

'G

 

Then exchange the columns (2, 9), (4, 10), (6, 11), (14, 15). 



































0100100010001010

1000101001001000

1010010010001000

0010001010010010

1001001000100010

1000100010100100

0010100100100010

0010001000101001

G

 

The codeword can be calculated from Eq.(3.1) as follows: 

75427

66

32105

44

76503

22

74311

00

iiiia

ia

iiiia

ia

iiiia

ia

iiiia

ia

















                                   

653215

714

541013

312

762111

510

64309

18

iiiia

ia

iiiia

ia

iiiia

ia

iiiia

ia

















 

 

 

Eq.4.8 

4.1.2.4. The Formulation of the Forth Arrangement 

This code can correct all single, double errors, triple adjacent errors, quadruple adjacent 

errors, and can detect fifth and sixth adjacent errors. 



































0001011001000100

0000010110010001

0100000101100100

0001000001011001

0100010000010110

1001000100000101

0110010001000001

0101100100010000

H

 

The syndrome is calculated from Eq.(3.7) as follows: 
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12109627

1087406

1486525

1264304

14104213

15128202

141310601

141211840

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

rrrrrS

















 

 

 

Eq.4.9 

In order to calculate the generator matrix we must convert this code in the systematic code 

as the procedure used with the third arrangement. 



































1010000001001100

1100100000010001

0000100011100100

0001000001011001

1000000010010110

0000110000001101

1000001011000001

0000100110011000

'H

 



































1010000001001100

0110000000010011

0000000011100110

0001000001011001

0010100010010100

0000010000001111

0010001011000001

0000000110011010

''H

 



































1000000001101100

0100000000110011

0010000011000110

0001000001011001

0000100010110100

0000010000001111

0000001011100001

0000000110011010

'''H

 



































0010101110000000

1011001001000000

1100101000100000

0101100100010000

1001010100001000

1010110000000100

0110010100000010

0101011000000001

'''G
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0000101110100000

1001001001100000

1110101000000000

0101100100010000

1001010100001000

1000110000100100

0100010100100010

0101011000000001

''G

 



































0000001110100010

0011001001100000

1110001000000010

0101000100010010

0011010100001000

0010010000100110

0100110100100000

0101011000000001

'G

 



































0110100000100010

0010001001101000

0010011010000010

0000100010011010

1001101000001000

1000001000100110

1000100110100000

1010000010001001

G

 

The codeword can be calculated from Eq.(3.1) as follows: 

54107

66

76215

44

64303

22

74311

00

iiiia

ia

iiiia

ia

iiiia

ia

iiiia

ia

















                            

321015

714

765013

312

743111

510

65329

18

iiiia

ia

iiiia

ia

iiiia

ia

iiiia

ia

















 

 

 

Eq.4.10 

From the above analysis although (12,8) Hamming code has less information redundancy 

(4 instead of 8), it needs more delay in encoding the data (three-level XOR rather than two-

level XOR). In addition, detection/correction capability is less than the (16,8) cyclic code. So 

it is preferable to use the (16,8) cyclic code. 

The choice of the arrangement of (16,8) code depends only on the type of errors in the 

system the memory is used in since all arrangement has the same redundancy in HW, delay, 

and number of bits. The third and fourth arrangement have better capability to detect or 

correct adjacent errors more than 3, so they are the best, but if double errors are too many in 
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the system and no more than three errors are caused the second arrangement is better than the 

third one. 

4.2. Simulation 

This section shows how we analyzed and simulated the codes listed in section 4.1. We 

show also the difference between theoretical and simulation analysis. The section is divided 

into subsectionsections. Section 1 talks about the experiment procedure and how we made the 

simulation process. Section 2 talks about the analysis of syndrome as we found in our 

experiment and how it differs than the theoretical analysis done before. Section 3 shows the 

simulation figures and tables for different data and forced errors. 

4.2.1. Experiment Procedure 

We made our simulation in two steps: the first step is we analyzed the syndrome values to 

determine the unique and non-unique values this shown in subsection 1. The second step is 

we made VHDL code that simulate the circuit and analyzed different values of data and 

errors then we captured some of these values and put it in subsection 2 for showing our 

results. 

4.2.1.1. Syndrome Analysis 

The syndromes for the five codes in section 4.1 are calculated from Eq.4.2, Eq.4.4, Eq.4.7, 

and Eq.4.9. This is done using the Microsoft Excel by listing down the truth table of the error 

patterns, then calculating the syndromes and comparing the result value to denote the unique 

and non-unique values to determine the actual detection/correction capabilities of each code. 

When the calculated syndrome is unique this denotes an corrected error, when syndrome is 

repeated in a certain kind of errors this denotes a detected error, if the syndrome isn't unique 

and repeated in different types of errors this means an unknown error. The values of the 

syndrome listed with the corresponding error pattern in appendix A. 

4.2.1.2. Simulation 

Simulation is done using VHDL language for describing the circuits on encoding, 

checking and decoding the codes circuits shown in chapter 1 in Fig.1.2. The program FPGA 

Advantage Personal 5.0 is used for showing the simulation result. Each code has its own 

circuit, but all of them have main 6 components: 

1. Codeword Component: This component takes the 8-bit data word and converts it to 

the corresponding codeword. The construction of this component is the same for all 
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codes (XOR gates), but it differs from code to another in changing the inputs of each 

gate depending on the equation of the codeword for each code listed in section 4.1. 

2. Error Generating Component: This component is designed to be used instead of the 

memory that we are making the codes for to force some errors as if they are caused 

from working. This unit is the same for each codes, it takes the 16-bit codeword and 

make some error pattern on it according to 16-bit for injecting errors, and generates 

the 16-bit received word. The only difference is that in the first two codes we can 

differentiate if we want to make the errors in the data or the parity parts since they 

are systematic, but in the third and fourth arrangements we cannot differentiate 

between them in forcing adjacent errors since data and parity bits are interchanged. 

3. Syndrome Generator Component: This component takes the 16-bit received word 

and generates the 8-bit syndrome of it. The construction of this component is the 

same for all codes (XOR gates), but it differs from code to another in changing the 

inputs of each gate depending on the syndromes equation of each code listed in 

section 4.1. 

4. ROM: This Component saves a lookup table for each code. Since we have 28 

different syndromes, we can use 28 * 8 ROM that stores error patterns for unique 

syndromes (used for correction and correct word), and special pattern for detectable 

errors and another one for unknown errors as follows. Word with no error its 

syndrome is (0000 0000) and error pattern =(0000 0000), word with correctable 

error take its error pattern as shown in Appendix A, word with detectable error has a 

special error pattern and word with unknown error has another special error pattern.. 

5. Flags: This component takes the 8-bit error pattern from the ROM then checks if 

there is no error, corrected error or detected error is occurred and outs six flags : data 

corrected, data detected, parity corrected, parity detected, unknown or no error flag.. 

It is the same for all codes. 

6. Final Word: This component corrects the error if the correct flag is 1 by making 

XOR between the error pattern received from ROM and the data bits in the received 

word. It is the same for all codes. 

The test bench of each code lists some data inputs with all error patterns that are listed in 

the tables in Appendix A. A time delay of 50nsec is used between different error patterns. 
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4.2.2. Syndrome Analysis Results 

This section shows the results of the syndrome analysis above. It is divided into 

subsections; each subsection shows the result for each code of the five we analyzed in section 4.1. 

4.2.2.1. The (12,8) Hamming Code 

By checking the syndrome values listed in Appendix A in table A.1, we can see that there 

are 13 unique syndromes, 1 for the correct received word, and 12 for the single error. Other 

syndromes repeated through the double errors. This proves the theoretical analysis in section 4.1. 

4.2.2.2. The (16,8) Quassi Cyclic Code 

c. The Syndrome of the First Arrangement 

By checking the syndrome values listed in Appendix A in table A.2, we can see that there 

are 149 unique syndromes, 1 for the correct received word, and 16 for the single error, 120 

for double error, and 12 for triple adjacent error in each byte. This proves the theoretical 

analysis in section 4.1 for both single and double errors, but it differs in that the triple 

adjacent error in each byte can be corrected not detected as shown in section 4.1.2.1. 

d. The Syndrome of the Second Arrangement 

By checking the syndrome values listed in Appendix A in table A.3, we can see that there 

are 151 unique syndromes, 1 for the correct received word, and 16 for the single error, 120 

for double error, and 16 for all triple adjacent errors. This proves the theoretical analysis in 

section 4.1 for both single and double errors, but it differs in that the triple adjacent errors can 

be corrected not detected as shown in section 4.1.2.2. 

e. The Syndrome of the Third Arrangement 

By checking the syndrome values listed in Appendix A in table A.4, we can see that there 

are 150 unique syndromes, 1 for the correct received word, and 16 for the single error, 113 

for double error, 7 for all triple adjacent errors, and 13 for all quadruple adjacent errors. It can 

detect 7 of the 120 double errors, and 7 of the 14 triple adjacent errors.  This is like the 

theoretical analysis shown in section 4.1.2.3. 

f. The Syndrome of the Forth Arrangement 

After calculating the syndrome, it is found that the syndromes for triple adjacent errors are 

circular shifts of the syndromes (1101 0010) and (1111 0010). Since the syndrome (1111 

0010) coincides with one of the syndromes of double errors, seven of the double errors and 

seven of the triple adjacent errors can only be detected not corrected as stated in [65]. By 
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checking the syndrome values listed in Appendix A in table A.5 we can see that there are 159 

unique syndromes, 1 for the correct received word, and 16 for the single error, 113 for double 

error, 7 for all triple adjacent errors, 13 for all quadruple adjacent errors,3 for fifth adjacent 

errors, and 6 for sixth adjacent errors. It can detect 7 of the 120 double errors, and 7 of the 14 

triple adjacent errors, 9 of the 12 fifth adjacent errors, and 5 of the 11 sixth adjacent errors.  

This proves the theoretical analysis in section 4.1.2.4 for both single and quadruple adjacent 

errors, but it differs in that not all double and triple adjacent errors can be corrected, also 

some of the fifth and sixth adjacent errors are detected and the other are corrected. 

4.2.3. Simulation Result 

In the following subsections the simulation results are shown for the different codes 

discussed. The results are shown in figures, some of these figures' data are arranged as tables. 

4.2.3.1. Figures Interpretation 

Each figure consists of two parts can be interpreted as following: 

1. The left part lists the name of the signals in simulation: Data that is the input word to 

the memory, the internal signals, which are generated error, the generated codeword, 

and the corresponding syndrome. Then the output signals which consists of the flags 

(Error corrected, Error Detected, and no error flags) and the final word, which must 

be equal to the input data in case of the corrected error or the no error flags equal to 

1. If the detected error flag equal to 1 the final word equals to the input data XOR 

the generated error. The left part also shows the value of each previous signal at the 

first 50nsec of each figure where, the pointer is placed; if the pointer is placed at any 

other point in the right part the corresponding value must be shown in the left part.  

2. The right part is a timing diagram; shows the signals at a different generated error, 

the value of the generated error is changed every 50nesc. For example the first 

50nesc in Fig.5.1, shows the data equals to (0000 0000) and the generated error is 

(0000 0000) (note that all the generated error bits are drawn at the 0 position). This 

means that; the word is read correctly from the memory and the syndrome must 

equal to (0000 0000) and the no error flag must be 1, and the final word must equal 

to the input data as shown in the figure. The next 50nsec shows the change in the 

generated error to represent single error (see that bit 7 is changed from 0 to 1 and 

other bits remain at 0). The corresponding syndrome is shown in the Figure. Since 

the code can correct single errors, the no error signal goes to 0 and the error corrected 

signal is in position 1. 
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4.2.3.2. The Result of the (12,8) Hamming Code 

The codeword component of this code is designed from Eq.4.2, the syndrome generator 

component from Eq.4.1and the ROM lookup table from table A.1 in Appendix A. Fig.4.1 

show the result of the test of data = (0000 0000). Table 4.1 interprets the data in Fig.4.1. 

Fig.4.2 show the result of the test of data = (0000 0011), and Fig.4.3 show the result for the 

test of data = (1111 1111). 

 

Fig. 4.1: Simulation Results of the (12,8) Code at Data=0000 0000. 

 

Fig. 4.2: Simulation Results of the (12,8) Code at Data=0000 0011. 
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Fig. 4.3: Simulation Results of the (12,8) Code at Data=1111 1111. 

Table 4.1: Values of signals in Fig.4.1 every 50nsec. 

GENERATED 

ERROR 
SYNDROME 

NO. 

ERROR 

ERROR 

CORRECTED 

ERROR 

DETECTED 

FINAL 

WORD 

0000 0000 0000 1 0 0 0000 0000 

0000 0001 1111 0 1 0 0000 0000 

0000 0010 0001 0 1 0 0000 0000 

0000 0100 0010 0 1 0 0000 0000 

0000 1000 1100 0 1 0 0000 0000 

0001 0000 0111 0 1 0 0000 0000 

0010 0000 0100 0 1 0 0000 0000 

0100 0000 1010 0 1 0 0000 0000 

1000 0000 1001 0 1 0 0000 0000 

0000 0011 1110 0 0 1 0000 0011 

0000 0101 1101 0 0 1 0000 0101 

0000 1001 0011 0 0 1 0000 1001 

0000 0110 0011 0 0 1 0000 0110 

0000 1010 1101 0 0 1 0000 1010 

0000 1100 1110 0 0 1 0000 1100 

0011 0000 0011 0 0 1 0011 0000 

0101 0000 1101 0 0 1 0101 0000 

1001 0000 1110 0 0 1 1001 0000 

0110 0000 1110 0 0 1 0110 0000 
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4.2.3.3. The Result of the (16,8) Quassi Cyclic Code 

a. The Result of the First Arrangement 

The codeword component of this code is designed from Eq.4.3, and the syndrome 

generator component from Eq.4.4 and the ROM lookup table from table A.2 in Appendix A. 

The test bench is written to test it at different data words. Fig.4.4 shows the result of the test 

of data = (0000 0000). 

 

(a) No error, Single Errors, and 7 Double Errors Result. 

 

(b) 13 Double errors and six Triple Errors Results. 

Fig. 4.4: Simulation Results of The first arrangement of (16,8) Code at Data=0000 0000. 
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Fig.4.4.a shows the results for generating no error in the first 50nsec, 8 single errors in the 

subsequent 400nsec and 7 of the 120 double errors in the subsequent 350nsec. Fig.4.4.b 

shows the results for generating 13 double errors that differ from the 7 shown in Fig.4.4.a, 

and 6 of the 12 triple adjacent errors. 

Table 4.2: Values of signals in Fig.4.4 every 50nsec. 

GENERATED 

ERROR 
SYNDROME 

NO 

ERROR 

ERROR 

CORRECTED 

ERROR 

DETECTED 

FINAL 

WORD 

0000 0000 0000 0000 1 0 0 0000 0000 

0000 0001 01010110 0 1 0 0000 0000 

0000 0010 10101100 0 1 0 0000 0000 

0000 0100 01011001 0 1 0 0000 0000 

0000 1000 10110010 0 1 0 0000 0000 

0001 0000 01100101 0 1 0 0000 0000 

0010 0000 11001010 0 1 0 0000 0000 

0100 0000 10010101 0 1 0 0000 0000 

1000 0000 00101011 0 1 0 0000 0000 

0000 0011 1111 1010 0 1 0 0000 0000 

0000 0101 0000 1111 0 1 0 0000 0000 

0000 1001 1110 0100 0 1 0 0000 0000 

0001 0001 0011 0011 0 1 0 0000 0000 

0010 0001 1001 1100 0 1 0 0000 0000 

0100 0001 1100 0011 0 1 0 0000 0000 

1000 0001 0111 1101 0 1 0 0000 0000 

0010 0100 10010011 0 1 0 0000 0000 

0100 0100 11001100 0 1 0 0000 0000 

1000 0100 01110010 0 1 0 0000 0000 

0001 1000 11010111 0 1 0 0000 0000 

0010 1000 01111000 0 1 0 0000 0000 

0100 1000 00100111 0 1 0 0000 0000 

1000 1000 10011001 0 1 0 0000 0000 

0011 0000 10101111 0 1 0 0000 0000 

0101 0000 11110000 0 1 0 0000 0000 

1001 0000 01001110 0 1 0 0000 0000 

0110 0000 01011111 0 1 0 0000 0000 

1010 0000 11100001 0 1 0 0000 0000 

1100 0000 10111110 0 1 0 0000 0000 

0000 0111 10100011 0 1 0 0000 0000 

0000 1110 01000111 0 1 0 0000 0000 

0001 1100 10001110 0 1 0 0000 0000 

0011 1000 00011101 0 1 0 0000 0000 

0111 0000 00111010 0 1 0 0000 0000 

 

Table 4.2 lists the data in Fig.4.4 each row represents the value of the signal in the timing 

diagram every 50nsec. Fig.4.5 is the same as Fig.4.4 but at input data = (0000 0011). 
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Fig.4.5.a shows the results for generating no error, 8 single errors and 9 of the 120 double 

errors. Fig.4.5.b shows the results for generating 13 double errors that differ from the 9 

shown in Fig.4.5.a, and 6 of the 14 triple adjacent errors that are detected. Fig.4.6 is the same 

as Fig.4.5 but at input data = 1111 1111. 

 

(a) No error, Single Errors, and 9 Double Errors Result. 

 

(b) 13 Double errors and six Triple Errors Results. 

Fig. 4.5: Simulation Results of The first arrangement of (16,8) Code at Data=0000 0011. 
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(a) No error, Single Errors, and 9 Double Errors Result. 

 

(b) 13 Double errors and six Triple Errors Results. 

Fig. 4.6: Simulation Results of The first arrangement of (16,8) Code at Data=1111 1111. 

b. The Result of the Second Arrangement 

The codeword component of this code is designed from Eq.4.6, and the syndrome 

generator component from Eq.4.5 and the ROM lookup table from table A.3 in Appendix A. 

The test bench is written to test it at different data words. Fig.4.7 show the result of the test of 

data = (0000 0000). Fig.4.7.a shows the results for generating no error, 8 single errors and 10 
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of the 120 double errors. Fig.4.7.b shows the results for generating 12 double errors that 

differ from the 10 shown in Fig.4.7.a, and 6 of the 14 triple adjacent errors that are corrected. 

 

(a) No error, Single Errors, and 10 Double Errors Result. 

 

(b) 12 Double errors and six Triple Errors Results. 

Fig. 4.7: Simulation Results of the Second Arrangement of (16,8) Code When Data=0000 0000. 

Table 4.3 lists the data in Fig.4.7 each row represents the value of the signal in the timing 

diagram every 50nsec. Fig.4.8 is the same as Fig.4.7 but at input data = (0000 0011). 

Fig.4.8.a shows the results for generating no error, 8 single errors and 10 of the 120 double 

errors. Fig.4.8.b shows the results for generating 12 double errors that differ from the 10 
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shown in Fig.4.8.a, and 6 of the 14 triple adjacent errors that are corrected. Fig.4.9 is the 

same as Fig.4.8 but at input data = (1111 1111). 

Table 4.3: Values of signals in Fig.4.7 every 50nsec. 

GENERATED 

ERROR 
SYNDROME 

NO. 

ERROR 

ERROR 

CORRECTED 

ERROR 

DETECTED 

FINAL 

WORD 

0000 0000 0000 0000 1 0 0 0000 0000 

0000 0001 0101 0110 0 1 0 0000 0000 

0000 0010 1010 1100 0 1 0 0000 0000 

0000 0100 0101 1001 0 1 0 0000 0000 

0000 1000 1011 0010 0 1 0 0000 0000 

0001 0000 0110 0101 0 1 0 0000 0000 

0010 0000 1100 1010 0 1 0 0000 0000 

0100 0000 1001 0101 0 1 0 0000 0000 

1000 0000 0010 1011 0 1 0 0000 0000 

0000 0011 1111 1010 0 1 0 0000 0000 

0000 0101 0000 1111 0 1 0 0000 0000 

0000 1001 1110 0100 0 1 0 0000 0000 

0001 0001 0011 0011 0 1 0 0000 0000 

0010 0001 1001 1100 0 1 0 0000 0000 

0100 0001 1100 0011 0 1 0 0000 0000 

1000 0001 0111 1101 0 1 0 0000 0000 

0000 0110 1111 0101 0 1 0 0000 0000 

0000 1010 0001 1110 0 1 0 0000 0000 

0001 0010 1100 1001 0 1 0 0000 0000 

0100 0100 1100 1100 0 1 0 0000 0000 

1000 0100 0111 0010 0 1 0 0000 0000 

0001 1000 1101 0111 0 1 0 0000 0000 

0010 1000 0111 1000 0 1 0 0000 0000 

0100 1000 0010 0111 0 1 0 0000 0000 

1000 1000 1001 1001 0 1 0 0000 0000 

0011 0000 1010 1111 0 1 0 0000 0000 

0101 0000 1111 0000 0 1 0 0000 0000 

1001 0000 0100 1110 0 1 0 0000 0000 

0110 0000 0101 1111 0 1 0 0000 0000 

1010 0000 1110 0001 0 1 0 0000 0000 

1100 0000 1011 1110 0 1 0 0000 0000 

0000 0111 1010 0011 0 1 0 0000 0000 

0000 1110 0100 0111 0 1 0 0000 0000 

0001 1100 1000 1110 0 1 0 0000 0000 
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(a) No error, Single Errors, and 10 Double Errors Result. 

 

(b) 12 Double errors and six Triple Errors Results. 

Fig. 4.8: Simulation Results of the Second Arrangement of (16,8) Code When Data=0000 0011. 



Chapter 4: The Proposed Solution 

 63 

 

(a) No error, Single Errors, and 10 Double Errors Result. 

 

(b) 13 Double errors and six Triple Errors Results. 

Fig. 4.9: Simulation Results of the Second Arrangement of (16,8) Code When Data=1111 1111. 

c. The Result of the Third Arrangement: 

The codeword component of this code is designed from Eq.4.8, and the syndrome generator 

component from Eq.4.7 and the ROM lookup table from table A.4 in Appendix A. The test 

bench is written to test it at different data words. Fig.4.10 show the result of the test of data = 

(0000 0000).  
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(a) No error, Single Errors, and 8 Double Errors Result. 

 

(b) 3 Double errors, 6 Triple Errors and 5 Quad errors Results. 

Fig. 4.10: Simulation Results of the Third Arrangement of (16,8) Code When Data=0000 0000. 

Fig.4.10.a shows the results for generating no error, 8 single errors and 8 of the 113 

correctable double errors. Fig.4.10.b shows the results for generating 3 of the 7 correctable 

triple adjacent errors, 5 of the 11 correctable quadruple adjacent errors, 3 of the 7 detectable 

double errors and 3 of the 7 detectable double errors. 
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Table 4.4: Values of signals in Fig.4.10 every 50nsec. 

GENERATED 

ERROR 
SYNDROME 

NO. 

ERROR 

ERROR 

CORRECTED 

ERROR 

DETECTED 

FINAL 

WORD 

0000 0000 00000000 1 0 0 0000 0000 

0000 0001 01010110 0 1 0 0000 0000 

0000 0010 00000001 0 1 0 0000 0000 

0000 0100 10101100 0 1 0 0000 0000 

0000 1000 00000010 0 1 0 0000 0000 

0001 0000 01011001 0 1 0 0000 0000 

0010 0000 00000100 0 1 0 0000 0000 

0100 0000 10110010 0 1 0 0000 0000 

1000 0000 00001000 0 1 0 0000 0000 

0000 0011 01010111 0 1 0 0000 0000 

0000 0101 11111010 0 1 0 0000 0000 

0000 1001 01010100 0 1 0 0000 0000 

0001 0001 00001111 0 1 0 0000 0000 

0010 0001 10011100 0 1 0 0000 0000 

0100 0001 11100100 0 1 0 0000 0000 

1000 0001 01111101 0 1 0 0000 0000 

0000 0110 10101101 0 1 0 0000 0000 

0000 1010 00000011 0 1 0 0000 0000 

0000 0111 11111011 0 1 0 0000 0000 

0001 1100 11110111 0 1 0 0000 0000 

0111 0000 11101111 0 1 0 0000 0000 

0000 1111 11111001 0 1 0 0000 0000 

0001 1110 11110110 0 1 0 0000 0000 

0011 1100 11110011 0 1 0 0000 0000 

0111 1000 11101101 0 1 0 0000 0000 

1111 0000 11100111 0 1 0 0000 0000 

0000 1110 10101111 0 0 1 0000 1110 

0011 1000 01011111 0 0 1 0011 1000 

1110 0000 10111110 0 0 1 1110 0000 

0000 0101 11111010 0 0 1 0000 0101 

0001 0100 11110101 0 0 1 0001 0100 

0101 0000 11101011 0 0 1 0101 0000 

 

Table 4.4 lists the data in Fig.4.10 each row represents the value of the signal in the timing 

diagram every 50nsec. Fig.4.11 is the same as Fig.4.10 but at input data = (0000 0011). 

Fig.4.11.a shows the results for generating no error, 8 single errors and 10 of the 113 

correctable double errors. Fig.4.11.b shows the results for generating 7 of the correctable 

double errors that differ from that shown in Fig4.11.a, 3 of the 7 correctable triple adjacent 

errors, 5 of the 11 quadruple adjacent errors, 3 of the 7 detectable triple adjacent errors, and 3 

of the 7 detectable double errors. Fig.4.12 is the same as Fig.4.11 but at input data = (1111 

1111). 
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(a) No error, Single Errors, and 10 Double Errors Result. 

 

(b) 7 Double errors, 6 Triple Errors and 5 Quad errors Results. 

Fig. 4.11: Simulation Results of the Third Arrangement of (16,8) Code When Data=0000 0011. 
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(a) No error, Single Errors, and 10 Double Errors Result. 

 

(b) 7 Double errors, 6 Triple Errors and 5 Quad errors Results. 

Fig. 4.12: Simulation Results of the Third Arrangement of (16,8) Code When Data=1111 1111. 

d. The Result of the Forth Arrangement: 

The codeword component of this code is designed from Eq.4.10, and the syndrome generator 

component from Eq.4.9 and the ROM lookup table from table A.5 in Appendix A. The test 

bench is written to test it at different data words. Fig.4.13 show the result of the test of data = 

(0000 0000).  
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(a) No error, Single Errors, and 9 Double Errors Result. 

 

(b) 6 Triple Errors and 5 quad Errors, 4 Fifth Errors, 3 Sixth Errors Results. 

Fig. 4.13: Simulation Results of the Fourth Arrangement of (16,8) Code When Data=0000 0000. 

Fig.4.13.a shows the results for generating no error, 8 single errors and 8 of the correctable 

113 double errors, and 1 of the 7 detectable double errors. Fig.4.8.b shows the results for 

generating 3 of the 7 detectable triple adjacent errors, 3 of the 7 triple adjacent errors, 5 of the 

11 quad errors, 1 correctable fifth adjacent error, 3 detectable fifth adjacent errors, 1 

correctable sixth adjacent error, and 2 detectable sixth adjacent errors. 
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Table 4.5: Values of signals in Fig.4.13 every 50nsec. 

GENERATED 

ERROR 
SYNDROME 

NO. 

ERROR 

ERROR 

CORRECTED 

ERROR 

DETECTED 

FINAL 

WORD 

0000 0000 0000 0000 1 0 0 0000 0000 

0000 0001 01010110 0 1 0 0000 0000 

0000 0010 01100101 0 1 0 0000 0000 

0000 0100 10101100 0 1 0 0000 0000 

0000 1000 10010101 0 1 0 0000 0000 

0001 0000 01011001 0 1 0 0000 0000 

0010 0000 11001010 0 1 0 0000 0000 

0100 0000 10110010 0 1 0 0000 0000 

1000 0000 00101011 0 1 0 0000 0000 

0000 0011 00110011 0 0 1 0000 0011 

0000 0101 11111010 0 1 0 0000 0000 

0000 1001 11000011 0 1 0 0000 0000 

0001 0001 00001111 0 1 0 0000 0000 

0010 0001 10011100 0 1 0 0000 0000 

0100 0001 11100100 0 1 0 0000 0000 

1000 0001 01111101 0 1 0 0000 0000 

0000 0110 11001001 0 1 0 0000 0000 

0000 1010 11110000 0 1 0 0000 0000 

0000 0111 10011111 0 0 1 0000 0111 

0000 1110 01011100 0 1 0 0000 0000 

0001 1100 01100000 0 0 1 0001 1100 

0011 1000 00000110 0 1 0 0000 0000 

0111 0000 00100001 0 0 1 0111 0000 

1110 0000 01010011 0 1 0 0000 0000 

0000 1111 00001010 0 1 0 0000 0000 

0001 1110 00000101 0 1 0 0000 0000 

0011 1100 10101010 0 1 0 0000 0000 

0111 1000 10110100 0 1 0 0000 0000 

1111 0000 00001010 0 1 0 0000 0000 

0001 1111 01010011 0 0 1 0001 1111 

0011 1110 11001111 0 1 0 0000 0000 

0111 1100 00011000 0 0 1 0111 1100 

1111 1000 10011111 0 0 1 1111 1000 

0011 1111 10011001 0 0 1 0011 1111 

0111 1110 01111101 0 1 0 0000 0000 

1111 1100 00110011 0 0 1 1111 1100 

 

Table 4.5 lists the data in Fig.4.13 each row represents the value of the signal in the timing 

diagram every 50nsec. Fig.4.14 is the same as Fig.4.13 but at input data = (0000 0011). 

Fig.4.14.a shows the results for generating no error, 8 single errors and 11 of the correctable 

113 double errors, and 1 of the 7 detectable double errors. Fig.4.8.b shows the results for 

generating 2 of the 113 correctable double errors that differ than that shown in Fig.4.14.a.    1 
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detectable double error, 3 of the 7 detectable triple adjacent errors, 3 of the 7 triple adjacent 

errors, 5 of the 11 quadruple errors, 1 correctable fifth adjacent error, 3 detectable fifth 

adjacent errors, 1 correctable sixth adjacent error, and 2 detectable sixth adjacent errors. 

 

(a) No error, Single Errors, and 12 Double Errors Result. 

 

(b) 3 double errors, 6 Triple Errors and 5 Quad Errors, 4 Fifth Errors, 3 Sixth Errors Results. 

Fig. 4.14: Simulation Results of the Fourth Arrangement of (16,8) Code When Data=0000 0011. 
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(a) No error, Single Errors, and 12 Double Errors Result. 

 

(b) 4 double errors, 6 Triple Errors and 5 Quad Errors, 4 Fifth Errors, 3 Sixth Errors Results. 

Fig. 4.15: Simulation Results of the Fourth Arrangement of (16,8) Code When Data=1111 1111. 

Fig.4.15 is the same as Fig.4.14 but at input data = (1111 1111). 

This section explained the experiment procedure used in this study and showed the result 

we get in each step for all codes discussed in this study. The results are given in tables and 

figures with different data inputs and enforced errors to test our codes and design.  
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4.3. Implementation 

This section presents the implementation of two codes of the above-simulated codes. This 

section is organized in subsections as section 1 talks about the hardware method we 

implemented our codes with, section 2 gives short notes about the FPGA architecture, section 

3 shows why we changed the software we used, section 4 talks about the design flow that is 

used in designing any FPGA circuit, and finally the implementation of the codes. 

4.3.1. Hardware Used 

There are several ways to implement our design, we can make the encoder and decoder as 

ASIC chips or we can use programmable devices (CPLD or FPGA). We chose programmable 

devices because fixing bugs can be done, any upgrade can be done easily. Programmable 

devices performance, power consumption and capacity became very competitive to ASIC and 

the price per gate is considered very low also.  

We implemented two of the codes in section 4.2 using FPGA. We used a Xilinx kit 

(Spartan 3 XC3S200 development board) and its software program (ise 7.1). 

4.3.2. FPGA Architecture 

The FPGA chip is constructed of three main blocks: 

1. CLBs: provide the functional elements for implementing the user’s logic. 

2. IOBs: provide the interface between the package pins and internal signal lines. 

3. PSM: provide paths to interconnect the inputs and outputs of the CLBs and IOBs. 

4.3.3. Changing the Software 

The codes were simulated by the FPGA advantage program as said in section 4.2. When 

we started to implement it with the Xilinx kit, we found that this software is not suitable. 

Therefore, we used the Xilinx software ISE 7.1 and converted the simulated VHDL codes to 

be suitable for the program requirements. 

4.3.4. FPGA Design Flow 

The ISE™ design flow comprises the following steps: design entry, design synthesis, 

design implementation, and Xilinx device programming. Design verification, which includes 

both functional verification and timing verification, takes places at different points during the 

design flow this is shown in Fig.4.16 
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Fig. 4.16: FPGA Design Flow 

4.3.4.1. Design Entry 

This step includes creating the project, VHDL files, making the user constraint file, which 

includes timing constraints, pin assignments, and area constraints. 

4.3.4.2. Design Synthesis 

Check your syntax and synthesize your design in this step. The synthesizer analyzes the 

hierarchy of your design, which ensures that your design is optimized for the design 

architecture you have selected. 

4.3.4.3. Design Implementation 

Implement your design as follows: 

1. Implement your design, which includes the following steps: translate, map, place and 

route. 

2. Review reports generated by the Implement Design process, such as the map report or 

place & route report, and make required changes to improve your design 

3. Synthesize and implement your design again until design requirements are met. 

4.3.4.4. Xilinx Device Programming 

Program your Xilinx device as follows: 

1. Create a programming file (BIT) to program your FPGA.  

2. Generate a PROM, ACE, or JTAG file for debugging or to download to your device 

3. Use iMPACT to program the device with a programming cable. 
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4.3.5. Implemented Codes 

We chose only two codes to be implemented: the second and fourth arrangements since 

they are an example of the two types of codes (systematic and non-systematic) and they are 

the better than the other two codes. 

4.3.5.1. Second Arrangement Implementation 

The VHDL code of this code is implemented using the FPGA kit.  

a. External interface is: 

Table 4.6: Second Arrangement Interface 

Inputs Outputs 

8- bit data, used from kit switches 8- bit data out, used from kit Leds 

8-bit for enforcing errors in data part, used from external switches 6- bit flags, used from external leds. 

8-bit for enforcing errors in parity part, used from external switches  

b. Encoder Synthesis 

1. The device utilization summary is 

Number of Slices 9  out of   1920 

Number of Slice Flip Flops 16  out of   3840 

Number of 4 input LUTs 8  out of   3840 

Number of bonded IOBs 26  out of    173 

Number of GCLKs 1  out of      8 

2. Timing Summary is 

   Minimum period: 2.734ns (Maximum Frequency: 365.764MHz) 

   Minimum input arrival time before clock: 3.644ns 

   Maximum output required time after clock: 7.165ns 

c.  Decoder Synthesis 

1.   The device utilization summary is 

Number of Slices 83  out of   1920 

Number of Slice Flip Flops 17  out of   3840 

Number of 4 input LUTs 157  out of   3840 

Number of bonded IOBs 32  out of    173 

Number of GCLKs 1  out of      8 
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2. Timing Summary is 

   Minimum period: 2.730ns (Maximum Frequency: 366.300MHz) 

   Minimum input arrival time before clock: 12.746ns 

   Maximum output required time after clock: 7.165ns 

4.3.5.2. Fourth Arrangement Implementation 

The VHDL code of this code is implemented using the FPGA kit.  

a. External interface is: 

Table 4.7: Fourth Arrangement Interface 

Inputs Outputs 

8- bit data, used from kit switches 8- bit data out, used from kit Leds 

16-bit for enforcing errors in data and parity  

parts, used from external switches 

6- bit flags, used from external leds. 

b. Encoder Synthesis 

1. The device utilization summary is 

Number of Slices 9  out of   1920 

Number of Slice Flip Flops 16  out of   3840 

Number of 4 input LUTs 8  out of   3840 

Number of bonded IOBs 26  out of    173 

Number of GCLKs 1  out of      8 

 

2. Timing Summary is 

   Minimum period: 2.734ns (Maximum Frequency: 365.764MHz) 

   Minimum input arrival time before clock: 3.548ns 

   Maximum output required time after clock: 7.241ns 

c.   Decoder Synthesis 

1.   The device utilization summary is 

Number of Slices 82  out of   1920 

Number of Slice Flip Flops 15  out of   3840 

Number of 4 input LUTs 157  out of   3840 

Number of bonded IOBs 30  out of    173 

Number of GCLKs 1  out of      8 
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2. Timing Summary is 

   Minimum period: 2.813ns (Maximum Frequency: 355.492MHz) 

   Minimum input arrival time before clock: 12.814ns 

   Maximum output required time after clock: 7.165ns 

4.4. Comparison Study 

Four arrangements of the (16,8) code and a (12,8) code have been analyzed and simulated. 

This section shows the comparison of the work. This section is organized as first section 1 

discusses the comparison between the (12,8) code and the (16,8) code. Section 2 displays the 

comparison between the theoretical analysis done in section 4.1 and the simulation done in 

section 4.2. Section 3 shows the comparison between the different arrangements to help 

which one to use. 

4.4.1. (12,8) Code Versus (16,8) Code 

This section summarizes the comparison between the (12,8) code and the (16,8) code. 

4.4.1.1. Added information 

Table 4.8 shows the comparison between the (12,8) code and the (16,8) from the point of 

view of information redundancy. As can be seen the code overhead of the (12,8) code is 

much smaller than that of the (16,8) code. 

Table 4.8: Added Information in both (12,8) and (16,8) Codes. 

COMPARISON (12,8) CODE (16,8) CODE 

Data Bits 8 8 

Redundant Bits 4 8 

Total Bits 10 16 

Code Overhead 33.33% 50% 

 

4.4.1.2. Added Hardware 

Table 4.9 shows the comparison between the (12,8) code and the (16,8) from the HW 

redundancy point of view. As can be seen the added HW in the (12,8) code is less than the 

added HW in (16,8) by 20 two-input XOR gates (in both encoder and syndrome generator). 

In addition, the size of the ROM used as lookup table in the (12,8) code is 16×8 but the used 
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with the (16,8) code is 256×8. This means that the total added HW is minimum in the case of 

the (12,8) code. 

Table 4.9: Added HW in both (12,8) and (16,8) Codes. 

COMPONENT (12,8) CODE (16,8) CODE 

Encoder 16 two-input XOR gates 24 two-input XOR gates 

Syndrome Generator 20 two-input XOR gates 32 two-input XOR gates 

ROM 16 x 8 ROM 256 x 8 ROM 

Flags 

1 eight-input NOR gate, 

2 eight-input AND gates, 

1 three-input NOR gate, 

1 inverter 

1 eight-input NOR gate, 

2 eight-input AND gates, 

1 three-input NOR gate, 

1 inverter 

Correction 
8 two-input AND gates, 

8 two-input XOR gates 

8 two-input AND gates, 

8 two-input XOR gates 

 

4.4.1.3. Added Time Delay 

Table 4.10: Added Time Delay in both (12,8) and (16,8) Codes. 

COMPONENT (12,8) CODE (16,8) CODE 

Encoder Three-level two-input XOR gate 2-level two-input XOR gate 

Syndrome Generator Three-level two-input XOR gate Three-level two-input XOR gate 

ROM ROM access time ROM access time 

Flags 

Inverter delay + the slowest of the 

eight-input NOR gate or the eight-

input AND gate+ three-input NOR 

gate delay 

Inverter delay + the slowest of the 

eight-input NOR gate or the eight-

input AND gate+ three-input NOR 

gate delay 

Correction 
Delay of AND gate + Delay of 

XOR gate 

Delay of AND gate + Delay of XOR 

gate 

 

Table 4.10 shows the comparison between the two codes from the time delay point of 

view. It can be seen that although the (12,8) code adds minimum HW it adds more time in 
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case of the encoder stage, since it needs three-level two-input XOR gates, whether the (16,8) 

code needs only two-level two-input XOR gates. 

4.4.1.4. Detection/Correction Capability 

Table 4.11 Shows that the error detection/correction capability of the (12,8) code is less than 

the (16,8) code. Although this code add hardware and information redundancy less than the 

(16,8) code it is out of comparison because it can only correct single error and detect double 

error which is common to occur with memory. 

Table 4.11: Correction/Detection in both (12,8) and (16,8) Codes. 

CORRECTION/DETECTION (12,8) CODE (16,8) CODE 

Detection Double errors More than double error refer to table (8.9) 

Correction Single error only More than double errors refer to table (8.9) 

 

4.4.2. Analysis and Simulation 

This section compare between the theoretical analysis of the codes done by the authors in 

[65-67] and the simulation results' that we did. This section explores our opinion depending 

on the results' we have. This section is divided into four subsections such that each 

arrangement is discussed in one subsection. 

4.4.2.1. Comparison of First Arrangement 

[63] Showed that there are 137 distinct errors, one for the no error case, 16 for single 

error, and 120 for double errors so that it can correct all single and double errors, also it 

showed that this code can detect triple adjacent errors. Our simulation and experimental 

result’s analysis got the same results found in [63] for both single and double errors.  

Moreover it proved that there are 12 distinct syndromes for triple adjacent errors in each 8-

byte, which means that we can correct these error not detecting them only. Refer to the 

last six generated errors in Fig.4.4.b for input data (0000 0000), Fig.4.5.b for input data (0000 

0011), and Fig.4.6.b for input data (1111 1111) and note that the error corrected signal is high 

all the this time meaning that these errors are correctable. The only syndrome with a problem 

for triple adjacent errors is syndrome (0010 1000) if bits 8,9,10 at error which is the same as 

syndrome when bits 12, 14 in error, so the detection\correction of triple adjacent error in the 

boundary is excluded. 
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4.4.2.2. Comparison of Second Arrangement 

It is shown in [64] that the syndromes for triple adjacent errors that straddle the 8-byte 

boundary are (1011 1111) and (1010 1010), which are not similar to any of the other 

syndromes. There are 151 distinct syndromes, 1 for no error, 16 for single errors, 120 for 

double errors and 14 for triple adjacent errors. So that this code can correct single, double and 

triple adjacent errors. This result matches our simulation result. See the last six generated 

errors in Fig.4.7.b for input data (0000 0000), Fig.4.8.b for input data (0000 0011), and 

Fig.4.9.b for input data (1111 1111) and note that the error corrected signal is high all the this 

time meaning that these errors are correctable.  

4.4.2.3. Comparison of Third Arrangement 

The analysis in [64] shows that the syndromes for the triple adjacent errors are circular 

shifts of the syndromes (1010 1111) and (1111 1011), since the syndrome (1010 1111) 

coincides with one of the syndromes of double errors, seven of the double errors and seven of 

the triple adjacent errors can only be detected. In addition, it is shown that the syndromes for 

quadruple adjacent errors are distinct so it can correct all quadruple adjacent errors. Our 

simulation gives the same result. See the last six generated errors (three for double error and 

three for triple adjacent error) in Fig.4.10.b for input data (0000 0000), Fig.4.11.b for input 

data (0000 0011), and Fig.4.12.b for input data (1111 1111) and note that the error detected 

signal is high all the this time meaning that these errors are detectable. The 7 detectable 

double errors and 7 detectable triple adjacent errors are shown in table 4.12. 

Table 4.12: Detected Double and Triple Adjacent Errors in the Third Arrangement. 

DOUBLE ERROR TRIPLE ERROR SYNDROME 

000001010000000 0000000000001110 10101111 

000101000000000 0000000000011100 01011111 

010100000000000 0000000011100000 10111110 

010000000000001 0000001110000000 01111101 

000000000000101 0000111000000000 11111010 

000000000010100 00111000000000 11110101 

000000001010000 11100000000000 11101011 

 

4.4.2.4. Comparison of Fourth Arrangement 

Analysis done in [65] showed that this code can correct all single, double, triple adjacent, 

quadruple adjacent errors, and detect five adjacent and six adjacent errors. In our simulation, 
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it is found after calculating the syndromes for triple adjacent errors that they are circular 

shifts of the syndromes (1101 0010) and (1111 0010). Since the syndrome (1111 0010) 

coincides with one of the syndromes of double errors, seven of the double errors and seven 

of the triple adjacent errors can only be detected not corrected as stated in [65]. The 7 

detectable double errors and 7 detectable triple adjacent errors are shown in Table 4.13. Refer 

to Fig.4.12, Fig.4.13, and Fig.4.14 you can see three of the detectable double errors and three 

of the detectable triple adjacent errors. Our simulation showed also that not all five adjacent 

and triple adjacent errors are only detected but some of them are corrected also since some of 

the syndromes are unique. The five adjacent and six adjacent errors are listed in Table 4.14. 

Table 4.13: Detected Double and Triple Adjacent Errors in the Fourth Arrangement. 

DOUBLE ERROR TRIPLE ERROR SYNDROME 

0000000011000000 0000000000000111 11110010 

0000001100000000 0000000000011100 11100101 

0000110000000000 0000000001110000 11001011 

0011000000000000 0000000111000000 10010111 

1100000000000000 0000011100000000 00101111 

0000000000000011 0001110000000000 01011110 

0000000000001100 0111000000000000 10111100 

Table 4.14: Detectable and Correctable Five Adjacent and Six Adjacent Errors 

NO. OF 

ERRORS 
ERROR PATTERN SYNDROME DETECTION/CORRECTION 

5 00000000  00011111 10111011 Detectable 

5 00000000  00111110 11001101 Correctable 

5 00000000   01111100 01110111 Detectable 

5 00000000  11111000 10011011 Detectable 

5 00000001  11110000 11101110 Correctable 

5 00000011  11100000 00110111 Detectable 

5 00000111  11000000 11011101 Correctable 

5 00001111  10000000 01101110 Detectable 

5 00011111  00000000 10111011 Detectable 

5 00111110  00000000 11011100 Detectable 

5 01111100  00000000 01110111 Detectable 

5 11111000  00000000 10111001 Detectable 

6 00000000  00111111 10011011 Detectable 

6 00000000  01111110 01111111 Correctable 

6 00000000  11111100 00110111 Detectable 

6 00000001  11111000 11111110 Correctable 
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6 00000011  11110000 01101110 Detectable 

6 00000111  11100000 11111101 Correctable 

6 00001111  11000000 11011100 Detectable 

6 00011111  10000000 11111011 Correctable 

6 00111111  00000000 10111001 Detectable 

6 01111110  00000000 11110111 Correctable 

6 11111100  00000000 01110011 Correctable 

 

4.4.3. Comparison between Simulated Arrangements 

This section compare between the different arrangements that are simulated. This section 

is divided into subsection as subsection 1 compares between the four arrangements from the 

added HW and time delay point of view. Subsection 2 compares between the arrangements 

from the detection/correction capability point of view. 

4.4.3.1. Additional Hardware and Time Delay 

Since we used the same H matrix and just interchange the column order in it to get 

different arrangement the cost of additional HW and delay will be the same. As shown by 

equations the additional HW and time delay will be as in Table 4.15. Therefore, the choice of 

the code used will depend only on the nature of errors in the system. 

Table 4.15: The Cost of Additional HW and Delay of All Arrangement 

COMPONENT HW DELAY 

Encoder 24 two-input XOR gates 2-level two-input XOR gate 

Syndrome Generator 32 two-input XOR gates Three-level two-input XOR gate 

ROM 256 x 8 ROM ROM access time 

Flags 

1 eight-input NOR gate, 

2 eight-input AND gates, 

1 three-input NOR gate, 

1 inverter 

Inverter delay + the slowest of the eight-

input NOR gate or the eight-input AND 

gate+ three-input NOR gate delay 

Correction 
8 two-input AND gates, 

8 two-input XOR gates 
Delay of AND gate + Delay of XOR gate 

 

4.4.3.2. No. of Errors Tolerated 

The capability of detection/correction of each code is summarized in table 4.16. 
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Table 4.16: Comparison between the Ability of the 4 Arrangements to Correct/Detect Errors 

CODING  

ARRANGEMENT  
CORRECTION DETECTION 

1st 

▪ All 16 Single 

▪ All 120 Double 

▪ 12 of Triple Adjacent 

- 

2nd 

▪ All 16 Single 

▪ All 120 Double 

▪ All 14 Triple Adjacent 

- 

3rd 

▪ All 16 Single 

▪ 113 of 120 Double 

▪ 7 of 14 Triple Adj. 

▪ All 13 Quad Adj. 

▪ 7 of 120 Double 

▪ 7 of 14 Triple Adj. 

4th 

▪ All 16 Single 

▪ 113 of 120 Double 

▪ 7 of 14 Triple Adj. 

▪ All 13 Quad Adj. 

▪ 3 of 12 Five Adj. 

▪ 6 of 11 Six Adj. 

▪ 7 of 120 Double 

▪ 7 of 14 Triple Adj. 

▪ 9 of 12 Five Adj. 

▪ 5 of 11 Six Adj. 
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Chapter 5 

5. Conclusion 

This study presents the fault-tolerant techniques applied to memory. A fault-tolerant 

memory is the memory, which can work correctly in the presence of errors. There are many 

sources of errors such as incomplete or erroneous model, manufacturing effects, wear and tear 

due to component use, high stress (temperature, vibration,…etc), electromagnetic radiation, 

and/or power fluctuation.  

Fault-tolerance is done by adding a redundancy technique that is suitable for the system. 

There are several types of redundancy: hardware, software, time, and information redundancy. 

There are three redundancy techniques suitable to be used with memory to provide error 

detection/correction: replication, reconfiguration, and coding. Our study focuses on the use of 

error coding.  

A review of the use of block coding is presented in chapter 3 showing the decoding and 

encoding techniques using the parity check matrix and the generator matrix. Five parity check 

matrix are presented in chapter 4 section 4.1 to be used with the memory. The first parity 

check matrix is for the (12,8) code which adds 4 parity bits. The other four H matrices are for 

4 arrangements of the (16,8) quassi cyclic code. Although these codes are cyclic the encoding 

and decoding processes presented here is the same used with Hamming code (i.e. done in 

parallel) not serial as in other cyclic code. This technique benefits with the correcting of more 

than single and double errors, which in cyclic code, and benefits from the simple design and 

less delay used in Hamming codes.  

Theoretical analysis presented in simulated using VHDL and Verilog to design and test the 

circuits. The simulation program used is the Advantage Personal 5.0 FPGA program for 

verifying the simulation results. The results are shown in chapter 4 section 4.2 in figures and 

tables. The codes are implemented on FPGA Xilinx kit by using its ISE program, the 

implementation process is described in chapter 4 section 4.3. The comparisons between the 

five codes are presented in chapter 4 section 4.4.  

The experimental results showed that although the (12,8) code adds information and 

hardware redundancy less than other codes, it is out of comparison because the poor 

capability of detection/correction since it can correct only single errors and detect double 

errors in each 4 bits.  
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In addition, It was proven that the 1st arrangement is the worst one since it has no 

advantage over any one of the other three arrangements of the quassi cyclic (16,8) codes. So 

that first arrangement is excluded from the choice of implementation.  

If more than triple adjacent errors occur, the choice will be between third and fourth 

arrangements but with the loss of correcting 7 double and 7 triple adjacent errors and 

detecting them only. The choice between the third and the fourth arrangement depends also 

on the nature of errors, both of them can correct quadruple adjacent errors, but fourth 

arrangement can also correct some of the fifth and sixth adjacent errors and detects the other. 

 It seems that the fourth arrangement is better than the third one, since there capability of 

correction\detection for single, double, triple adjacent, and quadruple adjacent errors is the 

same like the third arrangement in addition of detecting five and six errors. However, if we 

compare between the 7 detectable double errors we can notice that in the third arrangement 

these errors are random as shown in table 4.12, but in the fourth arrangement they are 

adjacent as shown in table 4.13 and adjacent errors are more likely to occur than random 

errors. 

There is another comment on arrangements three and four that we see it is preferable to use 

a systematic code as shown in arrangements one and two where the data bits are separated 

from the parity bits, this allow the addition or removal of the parity memory at any time 

without affecting the data memory. As can be seen in the third arrangement and four 

arrangement the data bits and parity bits are not separated so our opinion that these two 

arrangements are not good to be with memory systems. 

• Future Work 

As shown in this study, the difference between the four arrangements is exchanging some 

columns in the parity check matrix with each other, and this exchange generate different 

syndrome values and the capability of each code. So doing more exchange between columns 

in the matrix may generate other codes that may be better than the codes in this study.  

Artificial intelligent method may be used to do this. Using the genetic algorithm and letting 

it calculate the syndromes giving it the desired function is giving unique syndromes as 

possible. 

Also using information theory this code may be extended to (24,16), and (32,16) codes to 

be used with 16-bit memory. 
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6. Appendix A 

Syndrome Values 

Syndrome for the (12,8) Code: 

E(P) E(I) SYNDROME D/C 

0000 00000000 0000 - 

0000 00000001 1111 C 

0000 00000010 0001 C 

0000 00000100 0010 C 

0000 00001000 1100 C 

0000 00010000 0111 C 

0000 00100000 0100 C 

0000 01000000 1010 C 

0000 10000000 1001 C 

0001 00000000 1011 C 

0010 00000000 1000 C 

0100 00000000 0101 C 

1000 00000000 0110 C 

0000 00000011 1110 D 

0000 00000101 1101 D 

0000 00001001 0011 D 

0000 00000110 0011 D 

0000 00001010 1101 D 

0000 00001100 1110 D 

0000 00110000 0011 D 

0000 01010000 1101 D 

0000 10010000 1110 D 

0000 01100000 1110 D 

0000 10100000 1101 D 

0000 11000000 0011 D 

0011 00000000 0011 D 

0101 00000000 1110 D 

1001 00000000 1101 D 

0110 00000000 1101 D 

1010 00000000 1110 D 

1100 00000000 0011 D 

Table(A.1): Syndrome of (12,8) Hamming Code. 
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Syndrome for Cyclic (16,8) code First Arrangement: 

E(P) E(I) SYNDROME D

/

C 

E(P) E(I) SYNDRO

ME 

D/C 
00000000 00000000 00000000 - 00000010 00010000 01100111 C 
00000000 00000001 01010110 C 00000100 00010000 01100001 C 

00000000 00000010 10101100 C 00001000 00010000 01101101 C 
00000000 00000100 01011001 C 00010000 00010000 01110101 C 
00000000 00001000 10110010 C 00100000 00010000 01000101 C 
00000000 00010000 01100101 C 01000000 00010000 00100101 C 
00000000 00100000 11001010 C 10000000 00010000 11100101 C 
00000000 01000000 10010101 C 00000000 01100000 01011111 C 

00000000 10000000 00101011 C 00000000 10100000 11100001 C 
00000001 00000000 00000001 C 00000001 00100000 11001011 C 
00000010 00000000 00000010 C 00000010 00100000 11001000 C 
00000100 00000000 00000100 C 00000100 00100000 11001110 C 
00001000 00000000 00001000 C 00001000 00100000 11000010 C 
00010000 00000000 00010000 C 00010000 00100000 11011010 C 

00100000 00000000 00100000 C 00100000 00100000 11101010 C 
01000000 00000000 01000000 C 01000000 00100000 10001010 C 
10000000 00000000 10000000 C 10000000 00100000 01001010 C 
00000000 00000011 11111010 C 00000000 11000000 10111110 C 
00000000 00000101 00001111 C 00000001 01000000 10010100 C 
00000000 00001001 11100100 C 00000010 01000000 10010111 C 

00000000 00010001 00110011 C 00000100 01000000 10010001 C 
00000000 00100001 10011100 C 00001000 01000000 10011101 C 
00000000 01000001 11000011 C 00010000 01000000 10000101 C 
00000000 10000001 01111101 C 00100000 01000000 10110101 C 
00000001 00000001 01010111 C 01000000 01000000 11010101 C 

00000010 00000001 01010100 C 10000000 01000000 00010101 C 
00000100 00000001 01010010 C 00000001 10000000 00101010 C 
00001000 00000001 01011110 C 00000010 10000000 00101001 C 
00010000 00000001 01000110 C 00000100 10000000 00101111 C 
00100000 00000001 01110110 C 00001000 10000000 00100011 C 
01000000 00000001 00010110 C 00010000 10000000 00111011 C 

10000000 00000001 11010110 C 00100000 10000000 00001011 C 
00000000 00000110 11110101 C 01000000 10000000 01101011 C 
00000000 00001010 00011110 C 10000000 10000000 10101011 C 
00000000 00010010 11001001 C 00000011 00000000 00000011 C 
00000000 00100010 01100110 C 00000101 00000000 00000101 C 
00000000 01000010 00111001 C 00001001 00000000 00001001 C 

00000000 10000010 10000111 C 00010001 00000000 00010001 C 
00000001 00000010 10101101 C 00100001 00000000 00100001 C 
00000010 00000010 10101110 C 01000001 00000000 01000001 C 
00000100 00000010 10101000 C 10000001 00000000 10000001 C 
00001000 00000010 10100100 C 00000110 00000000 00000110 C 
00010000 00000010 10111100 C 00001010 00000000 00001010 C 

00100000 00000010 10001100 C 00010010 00000000 00010010 C 
01000000 00000010 11101100 C 00100010 00000000 00100010 C 
10000000 00000010 00101100 C 01000010 00000000 01000010 C 
00000000 00001100 11101011 C 10000010 00000000 10000010 C 
00000000 00010100 00111100 C 00001100 00000000 00001100 C 
00000000 00100100 10010011 C 00010100 00000000 00010100 C 

00000000 01000100 11001100 C 00100100 00000000 00100100 C 
00000000 10000100 01110010 C 01000100 00000000 01000100 C 
00000001 00000100 01011000 C 10000100 00000000 10000100 C 
00000010 00000100 01011011 C 00011000 00000000 00011000 C 
00000100 00000100 01011101 C 00101000 00000000 00101000 C 
00001000 00000100 01010001 C 01001000 00000000 01001000 C 

00010000 00000100 01001001 C 10001000 00000000 10001000 C 
00100000 00000100 01111001 C 00110000 00000000 00110000 C 
01000000 00000100 00011001 C 01010000 00000000 01010000 C 
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10000000 00000100 11011001 C 10010000 00000000 10010000 C 
00000000 00011000 11010111 C 01100000 00000000 01100000 C 

00000000 00101000 01111000 C 10100000 00000000 10100000 C 
00000000 01001000 00100111 C 11000000 00000000 11000000 C 
00000000 10001000 10011001 C 00000000 00000111 10100011 C 
00000001 00001000 10110011 C 00000000 00001110 01000111 C 
00000010 00001000 10110000 C 00000000 00011100 10001110 C 
00000100 00001000 10110110 C 00000000 00111000 00011101 C 
00001000 00001000 10111010 C 00000000 01110000 00111010 C 
00010000 00001000 10100010 C 00000000 11100000 01110100 C 
00100000 00001000 10010010 C 00000111 00000000 00000111 C 
01000000 00001000 11110010 C 00001110 00000000 00001110 C 
10000000 00001000 00110010 C 00011100 00000000 00011100 C 
00000000 00110000 10101111 C 00111000 00000000 00111000 C 
00000000 01010000 11110000 C 01110000 00000000 01110000 C 
00000000 10010000 01001110 C 11100000 00000000 11100000 C 
00000001 00010000 01100100 C     

Table(A.2): Syndrome of (16,8) Cyclic Code First Arrangement. 

Syndrome for (16,8) Cyclic Code Second Arrangement: 

E(P) E(I) SYNDROM

E 

D/

C 

E(P) E(I) SYNDROM

E 

D

/

C 

00000000 00000000 00000000 - 00001000 00000010 10001100 C 
00000000 00000001 01010110 C 00001000 00000100 01111001 C 
00000000 00000010 10101100 C 00001000 00001000 10010010 C 

00000000 00000011 11111010 C 00001000 00010000 01000101 C 
00000000 00000100 01011001 C 00001000 00100000 11101010 C 
00000000 00000101 00001111 C 00001000 01000000 10110101 C 
00000000 00000110 11110101 C 00001000 10000000 00001011 C 
00000000 00000111 10100011 C 00001001 00000000 00100001 C 
00000000 00001000 10110010 C 00001010 00000000 10100000 C 

00000000 00001001 11100100 C 00001100 00000000 01100000 C 
00000000 00001010 00011110 C 00001110 00000000 11100000 C 
00000000 00001100 11101011 C 00010000 00000000 00010000 C 
00000000 00001110 01000111 C 00010000 00000001 01000110 C 
00000000 00010000 01100101 C 00010000 00000010 10111100 C 
00000000 00010001 00110011 C 00010000 00000100 01001001 C 

00000000 00010010 11001001 C 00010000 00001000 10100010 C 
00000000 00010100 00111100 C 00010000 00010000 01110101 C 
00000000 00011000 11010111 C 00010000 00100000 11011010 C 
00000000 00011100 10001110 C 00010000 01000000 10000101 C 
00000000 00100000 11001010 C 00010000 10000000 00111011 C 
00000000 00100001 10011100 C 00010001 00000000 00010001 C 

00000000 00100010 01100110 C 00010010 00000000 10010000 C 
00000000 00100100 10010011 C 00010100 00000000 01010000 C 
00000000 00101000 01111000 C 00011000 00000000 00110000 C 
00000000 00110000 10101111 C 00011100 00000000 01110000 C 
00000000 00111000 00011101 C 00100000 00000000 00001000 C 

00000000 01000000 10010101 C 00100000 00000001 01011110 C 
00000000 01000001 11000011 C 00100000 00000010 10100100 C 
00000000 01000010 00111001 C 00100000 00000100 01010001 C 
00000000 01000100 11001100 C 00100000 00001000 10111010 C 
00000000 01001000 00100111 C 00100000 00010000 01101101 C 
00000000 01010000 11110000 C 00100000 00100000 11000010 C 

00000000 01100000 01011111 C 00100000 01000000 10011101 C 
00000000 01110000 00111010 C 00100000 10000000 00100011 C 
00000000 10000000 00101011 C 00100001 00000000 00001001 C 
00000000 10000001 01111101 C 00100010 00000000 10001000 C 



Appendix A 

 88 

00000000 10000010 10000111 C 00100100 00000000 01001000 C 
00000000 10000100 01110010 C 00101000 00000000 00101000 C 

00000000 10001000 10011001 C 00110000 00000000 00011000 C 
00000000 10010000 01001110 C 00111000 00000000 00111000 C 
00000000 10100000 11100001 C 01000000 00000000 00000100 C 
00000000 11000000 10111110 C 01000000 00000001 01010010 C 
00000000 11100000 01110100 C 01000000 00000010 10101000 C 
00000001 00000000 00000001 C 01000000 00000100 01011101 C 

00000001 00000001 01010111 C 01000000 00001000 10110110 C 
00000001 00000010 10101101 C 01000000 00010000 01100001 C 
00000001 00000100 01011000 C 01000000 00100000 11001110 C 
00000001 00001000 10110011 C 01000000 01000000 10010001 C 
00000001 00010000 01100100 C 01000000 10000000 00101111 C 
00000001 00100000 11001011 C 01000001 00000000 00000101 C 

00000001 01000000 10010100 C 01000010 00000000 10000100 C 
00000001 10000000 00101010 C 01000100 00000000 01000100 C 
00000010 00000000 10000000 C 01001000 00000000 00100100 C 
00000010 00000001 11010110 C 01010000 00000000 00010100 C 
00000010 00000010 00101100 C 01100000 00000000 00001100 C 
00000010 00000100 11011001 C 01110000 00000000 00011100 C 

00000010 00001000 00110010 C 10000000 00000000 00000010 C 
00000010 00010000 11100101 C 10000000 00000001 01010100 C 
00000010 00100000 01001010 C 10000000 00000010 10101110 C 
00000010 01000000 00010101 C 10000000 00000100 01011011 C 
00000010 10000000 10101011 C 10000000 00001000 10110000 C 
00000011 00000000 10000001 C 10000000 00010000 01100111 C 

00000100 00000000 01000000 C 10000000 00100000 11001000 C 
00000100 00000001 00010110 C 10000000 01000000 10010111 C 
00000100 00000010 11101100 C 10000000 10000000 00101001 C 
00000100 00000100 00011001 C 10000001 00000000 00000011 C 
00000100 00001000 11110010 C 10000010 00000000 10000010 C 
00000100 00010000 00100101 C 10000100 00000000 01000010 C 

00000100 00100000 10001010 C 10001000 00000000 00100010 C 
00000100 01000000 11010101 C 10010000 00000000 00010010 C 
00000100 10000000 01101011 C 10100000 00000000 00001010 C 
00000101 00000000 01000001 C 11000000 00000000 00000110 C 
00000110 00000000 11000000 C 11100000 00000000 00001110 C 
00000111 00000000 11000001 C 00000001 11000000 10111111 C 

00001000 00000000 00100000 C 00000011 10000000 10101010 C 
00001000 00000001 01110110 C 00000111 00000000 11000001 C 

Table(A.3): Syndrome of (16,8) Cyclic Code Second Arrangement. 

Syndrome for (16,8) Cyclic code Third Arrangement: 

E(P) E(I) SYNDROME D/C E(P) E(I) SYNDROME D/C 
00000000 00000000 00000000 - 00000000 01100000 10110110 C 
00000000 00000001 01010110 C 00000000 10100000 00001100 C 
00000000 00000010 00000001 C 00000001 00100000 01100001 C 

00000000 00000100 10101100 C 00000010 00100000 00010100 C 
00000000 00001000 00000010 C 00000100 00100000 11001110 C 
00000000 00010000 01011001 C 00001000 00100000 00100100 C 
00000000 00100000 00000100 C 00010000 00100000 10010001 C 
00000000 01000000 10110010 C 00100000 00100000 01000100 C 
00000000 10000000 00001000 C 01000000 00100000 00101111 C 

00000001 00000000 01100101 C 10000000 00100000 10000100 C 
00000010 00000000 00010000 C 00000000 11000000 10111010 C 
00000100 00000000 11001010 C 00000001 01000000 11010111 C 
00001000 00000000 00100000 C 00000010 01000000 10100010 C 
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00010000 00000000 10010101 C 00000100 01000000 01111000 C 
00100000 00000000 01000000 C 00001000 01000000 10010010 C 

01000000 00000000 00101011 C 00010000 01000000 00100111 C 
10000000 00000000 10000000 C 00100000 01000000 11110010 C 
00000000 00000011 01010111 C 01000000 01000000 10011001 C 
00000000 00000101 11111010 D 10000000 01000000 00110010 C 
00000000 00001001 01010100 C 00000001 10000000 01101101 C 
00000000 00010001 00001111 C 00000010 10000000 00011000 C 

00000000 00100001 01010010 C 00000100 10000000 11000010 C 
00000000 01000001 11100100 C 00001000 10000000 00101000 C 
00000000 10000001 01011110 C 00010000 10000000 10011101 C 
00000001 00000001 00110011 C 00100000 10000000 01001000 C 
00000010 00000001 01000110 C 01000000 10000000 00100011 C 
00000100 00000001 10011100 C 10000000 10000000 10001000 C 

00001000 00000001 01110110 C 00000011 00000000 01110101 C 
00010000 00000001 11000011 C 00000101 00000000 10101111 D 
00100000 00000001 00010110 C 00001001 00000000 01000101 C 
01000000 00000001 01111101 D 00010001 00000000 11110000 C 
10000000 00000001 11010110 C 00100001 00000000 00100101 C 
00000000 00000110 10101101 C 01000001 00000000 01001110 C 

00000000 00001010 00000011 C 10000001 00000000 11100101 C 
00000000 00010010 01011000 C 00000110 00000000 11011010 C 
00000000 00100010 00000101 C 00001010 00000000 00110000 C 
00000000 01000010 10110011 C 00010010 00000000 10000101 C 
00000000 10000010 00001001 C 00100010 00000000 01010000 C 
00000001 00000010 01100100 C 01000010 00000000 00111011 C 

00000010 00000010 00010001 C 10000010 00000000 10010000 C 
00000100 00000010 11001011 C 00001100 00000000 11101010 C 
00001000 00000010 00100001 C 00010100 00000000 01011111 D 
00010000 00000010 10010100 C 00100100 00000000 10001010 C 
00100000 00000010 01000001 C 01000100 00000000 11100001 C 
01000000 00000010 00101010 C 10000100 00000000 01001010 C 

10000000 00000010 10000001 C 00011000 00000000 10110101 C 
00000000 00001100 10101110 C 00101000 00000000 01100000 C 
00000000 00010100 11110101 D 01001000 00000000 00001011 C 
00000000 00100100 10101000 C 10001000 00000000 10100000 C 
00000000 01000100 00011110 C 00110000 00000000 11010101 C 
00000000 10000100 10100100 C 01010000 00000000 10111110 D 

00000001 00000100 11001001 C 10010000 00000000 00010101 C 
00000010 00000100 10111100 C 01100000 00000000 01101011 C 
00000100 00000100 01100110 C 10100000 00000000 11000000 C 
00001000 00000100 10001100 C 11000000 00000000 10101011 C 
00010000 00000100 00111001 C 00000000 00000111 11111011 C 
00100000 00000100 11101100 C 00000000 00001110 10101111 D 

01000000 00000100 10000111 C 00000000 00011100 11110111 C 
10000000 00000100 00101100 C 00000000 00111000 01011111 D 
00000000 00011000 01011011 C 00000000 01110000 11101111 C 
00000000 00101000 00000110 C 00000000 11100000 10111110 D 
00000000 01001000 10110000 C 00000001 11000000 11011111 C 
00000000 10001000 00001010 C 00000011 10000000 01111101 D 

00000001 00001000 01100111 C 00000111 00000000 10111111 C 
00000010 00001000 00010010 C 00001110 00000000 11111010 D 
00000100 00001000 11001000 C 00011100 00000000 01111111 C 
00001000 00001000 00100010 C 00111000 00000000 11110101 D 
00010000 00001000 10010111 C 01110000 00000000 11111110 C 
00100000 00001000 01000010 C 11100000 00000000 11101011 D 

01000000 00001000 00101001 C 00000000 00001111 11111001 C 
10000000 00001000 10000010 C 00000000 00011110 11110110 C 
00000000 00110000 01011101 C 00000000 00111100 11110011 C 
00000000 01010000 11101011 D 00000000 01111000 11101101 C 
00000000 10010000 01010001 C 00000000 11110000 11100111 C 
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00000001 00010000 00111100 C 00000001 11100000 11011011 C 
00000010 00010000 01001001 C 00000011 11000000 11001111 C 

00000100 00010000 10010011 C 00000111 10000000 10110111 C 
00001000 00010000 01111001 C 00001111 00000000 10011111 C 
00010000 00010000 11001100 C 00011110 00000000 01101111 C 
00100000 00010000 00011001 C 00111100 00000000 00111111 C 
01000000 00010000 01110010 C 01111000 00000000 11011110 C 
10000000 00010000 11011001 C 11110000 00000000 01111110 C 

Table(A.4): Syndrome of (16,8) Cyclic Code Third Arrangement. 

Syndrome for (16,8) Cyclic code Fourth Arrangement: 

E(P) E(I) SYNDROM

E 

D

/

C 

E(P) E(I) SYNDRO

ME 

D

/

C 

00000000 00000000 00000000 C 00000010 01000000 00110010 C 
00000000 00000001 01010110 C 00000100 01000000 01111000 C 
00000000 00000010 00001000 C 00001000 01000000 10110011 C 
00000000 00000100 10101100 C 00010000 01000000 00100111 C 
00000000 00001000 00010000 C 00100000 01000000 10110000 C 
00000000 00010000 01011001 C 01000000 01000000 10011001 C 

00000000 00100000 00100000 C 10000000 01000000 10110110 C 
00000000 01000000 10110010 C 00000001 10000000 00100101 C 
00000000 10000000 01000000 C 00000010 10000000 11000000 C 
00000001 00000000 01100101 C 00000100 10000000 10001010 C 
00000010 00000000 10000000 C 00001000 10000000 01000001 C 
00000100 00000000 11001010 C 00010000 10000000 11010101 C 

00001000 00000000 00000001 C 00100000 10000000 01000010 C 
00010000 00000000 10010101 C 01000000 10000000 01101011 C 
00100000 00000000 00000010 C 10000000 10000000 01000100 C 
01000000 00000000 00101011 C 00000011 00000000 11100101 D 
10000000 00000000 00000100 C 00000101 00000000 10101111 C 
00000000 00000011 01011110 D 00001001 00000000 01100100 C 

00000000 00000101 11111010 C 00010001 00000000 11110000 C 
00000000 00001001 01000110 C 00100001 00000000 01100111 C 
00000000 00010001 00001111 C 01000001 00000000 01001110 C 
00000000 00100001 01110110 C 10000001 00000000 01100001 C 
00000000 01000001 11100100 C 00000110 00000000 01001010 C 
00000000 10000001 00010110 C 00001010 00000000 10000001 C 

00000001 00000001 00110011 C 00010010 00000000 00010101 C 
00000010 00000001 11010110 C 00100010 00000000 10000010 C 
00000100 00000001 10011100 C 01000010 00000000 10101011 C 
00001000 00000001 01010111 C 10000010 00000000 10000100 C 
00010000 00000001 11000011 C 00001100 00000000 11001011 D 
00100000 00000001 01010100 C 00010100 00000000 01011111 C 

01000000 00000001 01111101 C 00100100 00000000 11001000 C 
10000000 00000001 01010010 C 01000100 00000000 11100001 C 
00000000 00000110 10100100 C 10000100 00000000 11001110 C 
00000000 00001010 00011000 C 00011000 00000000 10010100 C 
00000000 00010010 01010001 C 00101000 00000000 00000011 C 

00000000 00100010 00101000 C 01001000 00000000 00101010 C 
00000000 01000010 10111010 C 10001000 00000000 00000101 C 
00000000 10000010 01001000 C 00110000 00000000 10010111 D 
00000001 00000010 01101101 C 01010000 00000000 10111110 C 
00000010 00000010 10001000 C 10010000 00000000 10010001 C 
00000100 00000010 11000010 C 01100000 00000000 00101001 C 

00001000 00000010 00001001 C 10100000 00000000 00000110 C 
00010000 00000010 10011101 C 11000000 00000000 00101111 D 
00100000 00000010 00001010 C 00000000 00000111 11110010 D 
01000000 00000010 00100011 C 00000000 00001110 10110100 C 
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10000000 00000010 00001100 C 00000000 00011100 11100101 D 
00000000 00001100 10111100 D 00000000 00111000 01101001 C 

00000000 00010100 11110101 C 00000000 01110000 11001011 D 
00000000 00100100 10001100 C 00000000 11100000 11010010 C 
00000000 01000100 00011110 C 00000001 11000000 10010111 D 
00000000 10000100 11101100 C 00000011 10000000 10100101 C 
00000001 00000100 11001001 C 00000111 00000000 00101111 D 
00000010 00000100 00101100 C 00001110 00000000 01001011 C 

00000100 00000100 01100110 C 00011100 00000000 01011110 D 
00001000 00000100 10101101 C 00111000 00000000 10010110 C 
00010000 00000100 00111001 C 01110000 00000000 10111100 D 
00100000 00000100 10101110 C 11100000 00000000 00101101 C 
01000000 00000100 10000111 C 00000000 00001111 11100010 C 
10000000 00000100 10101000 C 00000000 00011110 11101101 C 

00000000 00011000 01001001 C 00000000 00111100 11000101 C 
00000000 00101000 00110000 C 00000000 01111000 11011011 C 
00000000 01001000 10100010 C 00000000 11110000 10001011 C 
00000000 10001000 01010000 C 00000001 11100000 10110111 C 
00000001 00001000 01110101 C 00000011 11000000 00010111 C 
00000010 00001000 10010000 C 00000111 10000000 01101111 C 

00000100 00001000 11011010 C 00001111 00000000 00101110 C 
00001000 00001000 00010001 C 00011110 00000000 11011110 C 
00010000 00001000 10000101 C 00111100 00000000 01011100 C 
00100000 00001000 00010010 C 01111000 00000000 10111101 C 
01000000 00001000 00111011 C 11110000 00000000 10111000 C 
10000000 00001000 00010100 C 00000000 00011111 10111011 D 

00000000 00110000 01111001 C 00000000 00111110 11001101 C 
00000000 01010000 11101011 C 00000000 01111100 01110111 D 
00000000 10010000 00011001 C 00000000 11111000 10011011 D 
00000001 00010000 00111100 C 00000001 11110000 11101110 C 
00000010 00010000 11011001 C 00000011 11100000 00110111 D 
00000100 00010000 10010011 C 00000111 11000000 11011101 C 

00001000 00010000 01011000 C 00001111 10000000 01101110 D 
00010000 00010000 11001100 C 00011111 00000000 10111011 D 
00100000 00010000 01011011 C 00111110 00000000 11011100 D 
01000000 00010000 01110010 C 01111100 00000000 01110111 D 
10000000 00010000 01011101 C 11111000 00000000 10111001 D 
00000000 01100000 10010010 C 00000000 00111111 10011011 D 

00000000 10100000 01100000 C 00000000 01111110 01111111 C 
00000001 00100000 01000101 C 00000000 11111100 00110111 D 
00000010 00100000 10100000 C 00000001 11111000 11111110 C 
00000100 00100000 11101010 C 00000011 11110000 01101110 D 
00001000 00100000 00100001 C 00000111 11100000 11111101 C 
00010000 00100000 10110101 C 00001111 11000000 11011100 D 

00100000 00100000 00100010 C 00011111 10000000 11111011 C 
01000000 00100000 00001011 C 00111111 00000000 10111001 D 
10000000 00100000 00100100 C 01111110 00000000 11110111 C 
00000000 11000000 11110010 D 11111100 00000000 01110011 C 
00000001 01000000 11010111 C     

Table(A.5): Syndrome of (16,8) Cyclic Code Fourth Arrangement. 
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يـــــــــــص العربـــــــــالملخ .8  

 إن. األعطالعملها مع وجود بعض  إتمامقادرة على  أنظمةهو علم بناء  األعطالحساب القدرة على تجنب تأثير  إن

 منها: األعطال أنواعتكثر من  أوقد يستطيع احتمال نوع  األعطالالنظام القادر على تجنب تأثير 

 الدائمة. وأاالنتقالية، المتقطعة،  األعطال -1

 المكونات. أوتصميم البرامج  أثناء األخطاء -2

 المستخدم للنظام. أخطاء -3

 كاإلشعاعاتالمؤثرات الخارجية  أخطاء -4

قدرة على تجنب في خالل الثالثين سنة الماضية، و تم تطوير عدد من الماكينات ذات ال األساليبتم تطوير العديد من 

مجال واسع من  األعطالذات االعتمادية و القادرة على تخطي  األنظمةفي  ثاألبحاو قد شملت العديد من  األعطالتأثير 

 األجهزة إلى باإلضافةالتي تعمل في الزمن الحقيقي، العديد من وسائل المواصالت  األنظمةمختلف المجاالت بما في ذلك 

كواد، كيفية االختبار و التحقق، هيكلة النظام، تقنيات التصميم، نظرية اال األبحاثالحربية و الفضائية. و قد تناولت 

 المعالجة الموزعة.  إلى باإلضافةالتشغيل،  أنظمةالنمذجة، اعتمادية البرامج، 

تعتبر الذاكرة جزء هام في التصميم الرقمي، و تعد أكثر جزء معرض لألعطال بعد األجزاء الميكانيكية و الطرفية في 

منذ وقت طويل إيجاد طرق مختلفة كي تجعل الذاكرة قادرة على تخطي النظم الرقمية، و لذا حاولت العديد من األبحاث 

األخطاء التي يمكن أن  تزايد عدد و أنواع األعطال التي تتعرض لها، و لكن التطور المتزايد في حجم الذاكرة يؤدي إلى

  تصيب الذاكرة، و لذا هناك احتياج مستمر لمزيد من األبحاث كي تواكب هذه األخطاء.

 :األعطاللنظم ذات القدرة على تجنب تأثير تقنيات ا

 أووحدة  إضافةمكونات صلبة و التي تعتمد على  إضافة أوالرئيسة من التقنيات المستخدمة:  أنواع أربعةهناك 

التي  األعطاليعتمد على نوع  اإلضافية. عدد وطريقة توصيل الوحدات لألعطالمن المكون المراد تحمله  أكثر

و هي  إضافيةالوحدة، كما تعتمد على قيود الوقت و الثمن المسموح بها. ثانيا استخدام برامج ربما قد تتعرض لها 

التقنية  أماال.  أمكان هناك خطأ  إذامن برامج تقوم بتكرار الوظيفة و تحديد  أجزاء أوبرامج  إضافةتعتمد على 
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ير الدائمة التي تنتج عن حدوث مؤثر غ األخطاءهذه الطريقة مفيدة في حالة  إضافيةالثالثة فهي استخدام وقت 

 و هي تعتمد على نظم المعلومات و نظرية االكواد. فهي استخدام االكواد األخيرةالتقنية  أمامؤقت. 

نفسها، التكلفة، الوقت و على  األخطاءعلى الوحدة المراد قدرتها على تجنب  أخرى  أواختيار تقنية  أسبابتختلف 

التي تتعرض لها و لذا فقد قمنا  األخطاءنريد جعل الذاكرة قادرة على تخطي  فإنناث في هذا البحالمطلوب.  األداء

رئيسية يمكن استخدامها مع الذاكرة و هي  أساليببالبحث في الطرق الممكنة لالستخدام مع الذاكرة. هناك ثالثة 

  تشكيل الذاكرة، و استخدام االكواد.  إعادةالتكرار، 

بواسطة تخزين بيانات اختبار مصاحب لكل بيان يتم كتابته داخل الذاكرة.  األعطالرة من تقوم االكواد بحماية الذاك

من الذاكرة نقوم بتحليل بيانات االختبار التي تم تخزينها و من ثم يتم  أخرى عند محاولة قراءة هذا البيان مرة 

 تصحيحه يتم تصحيحه بدائرة التصحيح.  أمكن إذاما كان هناك خطأ و  إذامعرفة 

في الذاكرة، و تم البحث عن كود يمكنه  األخطاءفي هذا البحث تم استخدام نظرية االكواد بغرض تصحيح 

( كود الذي يمكنه 12,8متجاورة. يستعرض هذا البحث مقارنة بين ) أخطاءثالثة  أومن خطأين  أكثرتصحيح 

كود  إيجادهذا البحث هو انه تم  (. الجديد في16،8ترتيبات للكود الدائري ) 4تصحيح خطأ و اكتشاف خطأين و 

بعض  إثبات. كما تم األخطاءدائري يمكن تنفيذه بشكل متوازي و في نفس الوقت يمكنه تصحيح العديد من 

و  األولنتيجة محاكاة و تنفيذ كال من الترتيب  أن(، حيث 16,8االختالفات مع مؤلفي بعض الترتيبات في الكود )

 . [64] ، [63]المؤلف في المرجع  أثبتهاظرية التي الرابع كانت مخالفة للنتيجة الن

 تنظيم وتخطيط الرسالة:

 : كاآلتيفصول  الرسالة تحتوي علي خمسة

 يشمل المقدمة و الهدف وأهمية البحث في التطبيقات المختلفة : الفصل األول

في البنية المعمارية للحاسبات  يتناول معالجة األخطاء في الحسابات و يستعرض األنواع المختلفة سواء : الفصل الثاني

التي تحدث للذاكرة و التقنيات المستخدمة مع  األعطال أسباب أهم، كما انه يستعرض أو البرامج الداعة لمعالجة األخطاء

 األعطالالذاكرة لمقاومة هذه 

، األخطاء وكيفية التصويب عن طريق نمذجة التراسل بين مكونات تخزين البيانات فااكتشيتناول طرق  :الفصل الثالث

 و يستعرض بالتفصيل كيفية استخدام االكواد و استخراج البيانات بشكل متواز.



يـــــــــــص العربـــــــــالملخ  

 

( مع مقارنتها 16,8و تصويب األخطاء في وحدات الذاكرة باسم ) الكتشافطريقة حديثة  يقترح  الفصل الرابع:

و تصويب  اكتشافتمثيل و محاكاة الدائرة المقترحة مع دراسة التنفيذ وحساب زمن  إلي باإلضافةبقة, هذا بمثيالتها السا

 األخطاء

 يتناول الخالصة من البحث و المقترحات للدراسلت المستقبلية الفصل الخامس: 

و التي تم استخدامها  حةاألخطاء بالطريقة المقتر  اكتشافملحق خاص بالقيم الهامة في تصويب و  إلي باإلضافةهذا 

 .في عملية المحاكاة و التنفيذ



 

 

 المعهــــــــــــد العالــــــــي للتكنولوجيــــــــــــــا ببنهــــــــــــا

 جامعــــــــــــــــــــة بنهــــــــــــــــا

   

"بنــــاء انظمـــــة الحاســـــب ذات القدرة على تجنب 

ادائها"تأثيــــر األعطال على   

 "التطبيق على نظم الذاكرة"

 

 رسالة مقدمة من

 رضوى محمد توفيق عويس

 رسالة مقدمة إلى

 المعهد العالي للتكنولوجيا بنها

 

الماجستير في الهندسة الكهربية كجزء من متطلبات الحصول على درجة  

  المعهد العالي للتكنولوجيا ببنهامن 

 في

 هندسة الحاسبات

 

 تحت اشراف

 

محمد حمد أ.د. احمد  
 

 كلية الحاسبات و المعلومات

 جامعة عين شمس

 

 د. ايمن مصطفى حسن

 المعهد العالي للتكنولوجيا ببنها

 جامعة بنها
 

 المعهد العالي للتكنولوجيا ببنها، مصر



 

 

 المعهــــــــــــد العالــــــــي للتكنولوجيــــــــــــــا ببنهــــــــــــا

ة بنهــــــــــــــــاجامعــــــــــــــــــــ  

 

"بنــــاء انظمـــــة الحاســـــب ذات القدرة على تجنب 

 تأثيــــر األعطال على ادائها"

 "التطبيق على نظم الذاكرة"

 

 رسالة مقدمة من

 رضوى محمد توفيق عويس

الماجستير في الهندسة الكهربية كجزء من متطلبات الحصول على درجة  

وجيا ببنهاالمعهد العالي للتكنولمن   

 يعتمد من لجنة الممتحنين

 

 أ.د. صالح غازي رمضان 

 

 أ.د. احمد محمد حمد 

 

 أ.م.د محمد هشام 

 

  

 

 

 المعهد العالي للتكنولوجيا ببنها، مصر

 

 


